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Your turn!

|+ Name
» Undergraduate major and/or current work.
. * Something about you

* Food you like.

* Programming languages you used.

e Open source projects you contributed to.
* What do you think of this course?

* What are your goals after graduation?
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bitcoin roscio

Android Security Vulnerability
11 August 2013

What happened

What is being done

¢ Bitcoin Wallet Update has boen prepared ard is in bota testing n
« BitcoinSpinner: Update s t
* Mycobumn Wallet Lpdate «

* blockohain.nfo pdate DOy propare

What you should do

Android Random Number Flaw Results in Bitcoin Thefts

https://nakedsecurity.sophos.com/2013/08/12/android-random-number-flaw-implicated-in-bitcoin-thefts
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BUG
Major OpenSSL

Sequrity Leak

@ Heartbeat - Normal usage

Server, send me

this 4 letter word Server Server, send me |
if you are there: ; this 500 letter
Client "bird" bird word if you are
L — Client there: "bird"

—

W Heartbeat - Malicious usage

bird. Server
master key is
3143149853105

User Carol wants

to change
password to
“password 123",

4.

Server

=

https://heartbleed.com/
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WannaCry Ransomeware

Ooops, your files have been encrypted!

What Happened to My Computer?
Your important files are encrypted.
Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
N our decryption service,
ayment w ised ¢
it il = —-l Can I Recover My Files?
SM62017 00:47:55 Sure. We guarantee that vou can recover all your files safely and easily. But you have
not so enough time.
Time Leh You can decrypt some of your files for free, Try now by clicking <Decrypt>.
i But if you want to decrypt all your files, you need to pay.
You only have 3 days to submit the payment. After that the price will be doubled.
Also, If you don’t pay in 7 days, you won't be able to recover your files forever.
We will have free events for users who are so poor that they couldn't pay In 6 months.

Your files will be lost on

How Do | Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>,
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>,

| And send the correct amount to the address spacified in this window.

z After your pavment, click <Check Payment>. Best time to check: 9:00am - 11:00am

PAIT L e Ve B e Td B s

2002017 00:47:55

lime Lel

Send $300 worth of bitcoin to this address;

1219YDP gwueZ9NyMgw519p7AABisjré SMw

http://www.wired.co.uk/article/wannacry-ransomware-virus-patch/



Old Systems Break Operations (2017)

NHS cyber-attack: GPs and hospitals hit
by ransomware

® 13 May 2017 f © VW [ < Share
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Attacks can Cause Physical Damage (2014

EE o Sign in News Sport Weather iPlayer ™ Radlo

NEWS

Home UK World  Business Poliics Tech Sclence Health Education Entartainm

Technology

Hack attack causes 'massive damage' at
steel works

() 22 December 2014 Technology

The hack attack led to failures in plant equipment and forcad the fast shut down of a fumace




Nobody can Keep Online Records Safe (2015)

Forbes .1 _ o
The Little Black Book of Billionaire Secrets

Federal Union Says OPM Data Breach Hit
Every Single Federal Employee




Known Good Practice Ignored (2015)

:F;IkTalk discloses possible breach, admits
some data not encrypted
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|oT Easily raises a DDoS Botnet Army (2016)




Cost Estimates are Difficult

THE COST OF
CYBER CRIME.

A DETICA REPORT IN PARTNERSHIP
WITH THE OFFICE OF CYBER
SECURITY AND INFORMATION
ASSURANCE INTHE CABINET OFFICE.




But it’s agreed they're increasing. . .

* Cryptol ocket

Your personal files are encrypted!

Your mgsctant S encryplion produced on the cormouten: photn, videos,
doourmints, ofC. Hero it 3 compiete kBt of encryotod s, andd You can porsonaly vordty
tha

Encrypltion was produced uang 2 uniquie publc oy KSA-2040 genarated for this
corronutir. To decrypt fies you neod 10 cbtan the private key.

The single copy of the private kay, which wil Jow you to decrypt the fiss, ocated
on a secret server on the intemat, the server wil destroy the key after 3 time
spocted n thes window, After that, nabody and never will be able 1o restone fles,

To obtain the prerate by foe ths computes, whch wil automatcaly decrypt fes, you
need 10 pay 300 USD [/ 300 EUR [ armida amount n eother Ogrency

Chcki of30nt» L0 tolect the method of payment dnd tho curréncy

Any attempl to remove or damage this softwaee will lead 1o the immediate
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Cyber Warfare is Real
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Privacy is being Eroded

Google

A privacy reminder from Google

Scroll down and click “l agree” when you're ready to continue to S
explore other options on this page.

To be consistent with data protection laws, we're asking you to ta
to review key points of Google's Privacy Policy. This isn't about a «
we've made - it's just a chance to review some key points.

Data we process when you use Google

e When you search for a restaurant on Google Maps or watch a video on Y
example, we process information about that activity - including informa
video you watched, device IDs, IP addresses, cookie data and location.

e We also process the kind of information described above when you use
that use Google services like ads, Analytics and the YouTube video playe

Cambridge
Analytica

|

4+
facebook




But maybe there is hope.
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Deployed in 2005, Identified in 2010
Dec 2015 & Dec 2016
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Although software development Many programs are still buggy, late,
practice has advanced rapidly in recent and over budget, and many fail to
years, common practice hasn’t satisfy the needs of their users



WHEN ARE YOUR
OFFICE HOURG?

IT’S IN THE SYLLABUS

This message brought To you by every instructor that ever lived.
WWW.PHDCOMICS. COM

Software Security COMP4384
Instructor: Ahmed Tamrswi

Fall 2020, Revision 1

E-mail: ahmedtamras Ogranil som Wob: httpe://ataxravi . githud. 1o/toachiag/compd3ed_talln
Prvate Meotings: Avatlable upon roqust Ol Tneesdaye, T hursdays 1250 - 2:.05pm

This course syllabas should be imtecprotod ns o comtrect of undentanding betwoon students, tooching as-
mants, arsd the mstroctoc. By participstme in the course you are agresng to this undorstanding.  Please
rview this docment earofilly snd inform the lsstmctor of sny concerns. Revisions to this docimment. will
be mnde as needed theo posted and suncanced in clest

Course Description

Software is parvmsive, and for bettor ar wonie it now controls our daily Hves. Almost every rocent compuates
secanty twue has boon rooted m software, so it e enitical to develop and mamtsin secure soltware. This
oourse provides a fovmdation for nobdmg seeme softwmry by spphmyg the grmaple mand e prsectices of
soenure programming Seews software is the wmhoelis termn usod ta deseribe softwsre that i mginoored such
that it confamies to function correetly under mabmous sttads, ‘To wnte secury software, suftware practitioners
vond Lo wribe grogmmns i w delemsivr bedoon, o avord valoomlelities thak can be exploded by atdacknms
U se wtbontiention asl meryption, wppropcately und
uifectively. Spoeeific coamo topies wall include: operating systoms and spphiestions soounity, webs seeurity,
scoare design and development, mnbwnre. slgon tarme complezity anl sde el sinde, s mtrodacton

wail ase seeurity foatures pruvidod by Thoaries, soe

software woalysis and pusotrstion testiog, suoong other topics

This eourse provhles stodeots with & unigue expoimes 1o oo theis saftwaro devedopuonnt sl software
security skills m a bands-on and fast paced eoviroament. Course mmterials are desigmod to propare students
bur Abe worklurce with pretical skalls wiale sbo proveding & =ubd fvusdsion to contume lesrmng ad
rewoarch bovood the course.

If you do pot focd my goals for the course align well with your porvcoal goals. but yon need to toke this
courwe anyway to eatisfy a degree requirement, you should meet with me to Bzure out a way to make this
comrse wedul for et pdymg yonr permmal grals

Expected Background & Prerequisites

Stabeds entermg Hirs conpe are aspected o be comfortalibe rendmg desgumg. sod wrtmg € wnd Joow
prognaies that involui et distributd ovor nmsy module: Stadots aw scpoetod 1o laow somo Ganil-
iarity with web spplications and databese concepta You shondd be comtortable learning how to e now
progrmmmrg Inoguage batans aod AP by sondimg thor documentstaon (or simrer code wlen 1o does-
meatution is wailidhle), wesd sot bo wrpeisel whon solving progoaming sssigiments that reguin you to
sock documontation beyond what wue provided in elase

Required Materials
We will closcly fallkow the toxtbook From:

« [B1] Michanl Coodrich and Roborto Tamaszn ‘s “Introduction to Computer Securvty,” 1* Edition.
Hawevor, we will huve soveral readings from many other resourcos ineluding:

« [B2] Dioter Collmann'’s “Computer Secnrvty, ™ 3™ Edition.

o [B3] Charles P. Piccger, Shan Lanrence Pflccger, kunothan Margulies s “Seenrity mn Computmg, ™

5 Edition
o [B4] Boan Chos nnd Jacob West & “Sccure Frogramming with Statac Analysia, " 1*¢ Edition

* [BS] Greg Hoglund. Gary MeGrow = "Emploding Soffeare How to Briok Code,” 1** Edition




Goal of the Class

SOMETHING i

\
GREAT
SOFTWARE ’q

DEVELOPMENT PROCESS

Improve your ability to create secure software that will continue to work
under malicious attack by understanding secure development practices and
common vulnerabilities and malicious attacks




My Real Goal for Lectures

Provide context and meaning for the things you have or
will later learn on your own



Ethical Concerns

* Disclaimer: The content in this course was created for educational
purposes only.

* Consider the consequences of your actions. Remember that every
action may have unforeseeable consequences.

) WITH
GREAT FOUER
cOomEs GREAT

F?ESF—" DI—ISIEIL.-IT"H

- SEIDERMMAT]
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public class COMP4384 {

public static void main(String[] args) {
4 print("Hello");

W

6 /*
7 * TODO: print World in unicode

8 * \u@02A\u0B2F\ube70\uee72\ud069\udR6E\ud074\u0028\u0022\ude43\uke72\uee75\ud65\ude6C\ub022\ue29\ued3B\udd2F\ueo2A
9 */

10 print("World");

11 )

12

13 private static void print(String s){

14 System.out.print(s + " ");

https://gist.github.com/atamrawi/68d07594174960c7bc534a5c8b259b25



