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Software Analysis & Security

Static Program Analysis

Abstractions and Symbolic Evaluations

Bug finding and Malware detection

Secure Programming

Build System Analysis

Data & Pattern Mining Quantum Physics
Biology
Astronomy



• Name
• Undergraduate major and/or current work.
• Something about you

• Food you like.
• Programming languages you used.
• Open source projects you contributed to.

• What do you think of this course?
• What are your goals after graduation?

Your turn!



is investing billions of dollars 
into Securing Software

APAC

CHESS

Automated Program 
Analysis for Cybersecurity VET Vetting Commodity IT 

Software and Firmware

HACMS High Assurance Cyber 
Military Systems

CASE

STAC Space/Time Analysis for 
Cybersecurity

Cyber Assured Systems 
Engineering

Computers and Humans 
Exploring Software Security

ARCOS Automated Rapid 
Certification Of Software



Sarah Palin Email Hack
https://www.wired.com/2008/09/palin-e-mail-ha/



Android Random Number Flaw Results in Bitcoin Thefts
https://nakedsecurity.sophos.com/2013/08/12/android-random-number-flaw-implicated-in-bitcoin-thefts



https://heartbleed.com/



https://en.wikipedia.org/wiki/2012_LinkedIn_hack



Twitter Worm

https://www.pcworld.com/article/163054/twitter_mikeyy_worm_stalkdaily.html



WannaCry Ransomeware

http://www.wired.co.uk/article/wannacry-ransomware-virus-patch/



Old Systems Break Operations (2017)



Attacks can Cause Physical Damage (2014)



Nobody can Keep Online Records Safe (2015)



Known Good Practice Ignored (2015)



IoT Easily raises a DDoS Botnet Army (2016)



Cost Estimates are Difficult



But it’s agreed they’re increasing. . .



Cyber Warfare is Real



Privacy is being Eroded



But maybe there is hope. . .



Ukraine power grid attacks

Dec 2015 & Dec 2016

Jeep  remotely hijacked

July 21, 2015

HP printers remotely set on fire

November 29, 2011

STUXnet Worm

Deployed in 2005, Identified in 2010

{ Complex Software }

Many programs are still buggy, late, 
and over budget, and many fail to 

satisfy the needs of their users

Although software development 
practice has advanced rapidly in recent 

years, common practice hasn’t





Improve your ability to create secure software that will continue to work 
under malicious attack by understanding secure development practices and 

common vulnerabilities and malicious attacks

Goal of the Class



My Real Goal for Lectures

Provide context and meaning for the things you have or 
will later learn on your own



Ethical Concerns

• Disclaimer: The content in this course was created for educational 
purposes only. 
• Consider the consequences of your actions. Remember that every 

action may have unforeseeable consequences.



https://gist.github.com/atamrawi/68d07594174960c7bc534a5c8b259b25


