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Security is a journey, not a destination!



Introduction

• Computer security has been travelling for forty years.
• New security challenges arise when new – or old – technologies are 

put to new use.
• The challenges faced have kept changing. So have the answers to 

familiar challenges. 
• Security mechanisms must be seen in the context of the IT landscape 

they were developed for.



Epochs

• 1930s: people as “computers”
• 1940s: first electronic computers 
• 1950s: start of an industry
• 1960s: software comes into its own
• 1970s: age of the mainframe
• 1980s: age of the PC
• 1990s: age of the Internet
• 2000s: age of the Web



Colossus – Computer built to break Hitler’s 
Codes
• The code breakers at Bletchley 

Park pioneered the use of 
electronic programmable 
computers during World War II.
• It was used by British 

codebreakers to help read 
encrypted German messages 
during World War II in 1944.



The Dawn of Computer Security

• The first electronic computers were built in the 1940s (Colossus, 
EDVAC, ENIAC) and found applications in academia (Ferranti Mark I, 
University of Manchester), commercial organizations (LEO, J. Lyons & 
Co.), and government agencies (Univac I, US Census Bureau) in the 
early 1950s.

LEO – The World's First Business Computer Univac I - US Census BureauFerranti Mark I, University of 
Manchester



The Dawn of Computer Security

• Computer security can trace its origins back to the 1960s when multi-
user systems emerged, needing mechanisms for protecting the 
system from its users, and the users from each other.
• Two reports in the early 1970s signal the start of computer security as 

a field of research in its own right.
• The RAND report by Willis Ware summarized the technical foundations 

computer security had acquired by the end of the 1960s.
• The Ware’s report was followed shortly by Anderson’s report that laid out a 

research program for the design of secure computer systems, dominated by 
the requirement of protecting classified information.

Willis H. Ware. Security controls for computer systems. Technical Report R-609, The 
RAND Corporation, Santa Monica, CA, January 1970.
URL: https://www.rand.org/pubs/reports/R609-1.html



The RAND Report by Willis Ware, 1970

• The RAND report by Willis Ware summarized 
the technical foundations computer security 
had acquired by the end of the 1960s.
• The report also produced a detailed analysis 

of the policy requirements of one particular 
application area, the protection of classified 
information in the US defense sector.

Willis H. Ware. Security controls for computer systems. Technical Report 
R-609, The RAND Corporation, Santa Monica, CA, January 1970.
URL: https://www.rand.org/pubs/reports/R609-1.html



The Anderson Report, 1972

• Anderson’s report laid out a research program 
for the design of secure computer systems, 
dominated by the requirement of protecting 
classified information.

Anderson, James P. Computer security technology planning study. ANDERSON 
(JAMES P) AND CO FORT WASHINGTON PA FORT WASHINGTON, 1972.
URL: http://seclab.cs.ucdavis.edu/projects/history/papers/ande72.pdf



1970s: Mainframes – Data Crunchers 

• Technology: Winchester disk (IBM) 35-70 
megabytes memory.
• Application: data crunching in large organizations 

and government departments.
• Protection of classified data in the defense sector 

dominates security research and development.
• Social security applications and the like.
• Security controls in the system core: operating 

systems, database management systems 
• Computers and computer security managed by 

professionals.

IBM's Winchester disk was a 
removable cartridge, but the heads 
and platters were built in a sealed 

unit and were not separable.



1970s: Security Issues

• Military applications:
• Anderson report
• Multi-level security (MLS)
• Bell La-Padula model

• Status today: High assurance systems developed  (e.g. Multics) but do not 
address today’s issues.
• Non-classified but sensitive applications

• DES, public research on cryptography
• Privacy legislation
• Statistical database security

• Status today: cryptography is a mature field, statistical database security 
reappearing in data mining.



1980s: PCs – Office Workers 

• Technology: Personal Computer, GUI, mouse, …
• Application: word processors, spreadsheets, i.e. office work.
• Liberation from control by the IT department.
• Single-user machines processing unclassified data: No need for multi-

user security or for MLS.
• Risk analysis: no need for computer security.
• Security evaluation: Orange Book (TCSEC, 1983/85): Driven by the 

defence applications of the 1970s.



1980s: Security Issues

• Research on MLS systems still going strong; Orange Book, MLS for 
relational databases.
• Clark-Wilson model: first appearance of “commercial security” in 

mainstream security research.
• Worms and viruses: research proposals, before appearing in the wild.
• Also the worm comes from Xerox park (1982) …

• Intel 80386 drops support for segmentation.



1990s: Internet – Surfers Paradise? 

• Technology: Internet, commercially used, Web 1.0.
• Applications: Web surfing, email, entertainment
• Single-user machine that had lost its defenses in 

the previous decade now exposed to “hostile” 
Internet.
• No control on who can send what to a machine on 

the Internet.
• Buffer overrun attacks:

• Aleph One (1996): Smashing the Stack for Fun and Profit
• “Add-on” security controls: firewalls, SSL, browser 

sandbox as reference monitor, etc.

One, A. "Smashing the stack for fun and profit. Phrack Magazine, 7 (49), 
Nov. 8, 1996." DOI= http://insecure.org/stf/smashstack.html (1996).



1990s: Security Issues

• Crypto wars: is wide-spread use of strong cryptography a good idea?
• Internet security treated as a communications security problem.

• Buffer overrun attacks:
• Aleph One: Smashing the Stack for Fun and Profit
• Internet security is mainly an end systems issue!

• Java security model: the sandbox.
• Trusted Computing; Digital Rights Managment (DRM)
• Status today: mature security protocols (IPsec, SSL/TLS), better 

software security.



2000s: Web – e-Commerce 

• Technology: Web services, WLAN, Public Key Infrastructure (PKI)??
• Web 2.0: dynamic content
• B2C applications: Amazon, eBay, airlines, on-line shops, Google, ...
• Criminal activity replaces “hackers”.
• Legislation to encourage use of electronic signatures.
• PKIs have not taken off; e-commerce has essentially evolved without 

them.



2000s: Security Issues

• SSL/TLS for secure sessions.
• Software security: the problems are shifting from the operating 

systems to the applications (SQL injection, cross-site scripting).
• Security controls moving to application layer: Web pages start to 

perform security checks.
• Access control for virtual organizations: e.g. federated identity 

management.
• Security of end systems managed by the user.



Disruptive Technologies

• Cheap and simple technologies that do not meet the requirements of 
sophisticated users but are adopted by a wider public. 
• When the new technology acquires advanced features, it takes over 

the entire market. 
• What happened to workstations?
• Problem for security: security features may not be required by the 

applications the new technology is initially used for; when it turns 
into a platform for sensitive applications, it becomes difficult to re-
integrate security.



Summary 

• Innovations (mouse, GUI, PC, WWW, worms, viruses) find their way 
out of research labs into the mass market.
• Innovations are not always used as expected: email on the Internet, 

SMS in GSM.
• Also the users are inventive!
• When new technology are used in innovative ways, old security 

paradigms may no longer apply and the well engineered ‘old’ security 
solutions become irrelevant.
• We can start all over again …


